T Y I AT v MNEL

LE:Client:Sign V2.1 v == 7 /L

LE:Client:Sign

LangEdge £ 5 - F 2= = Y —q =~

LE:XAdES:Lib LE:PAdES:Lib

o XML &S S '.D-f e ngEdge FIDF 5 W0 W 5 3-1' =

LangEdge,Inc.

HR=X S s T =2

202249H1HK



7747 &4 V2 | LE:Client:Sign V2

=P
0 Eyj/—( ........................................................................................................................... 1
O SRR« e 4
1. TEEE ......................................................................................................................... 6
1. 1. 79472 N84 LEZClientSign mg .................................................................. 6
1. 2. 75 174} (ActiveX 7“37/1)\/&%2%:73/ R) DFBPR cooveeee 8
1. 3 . CAPI (CryptoAPI) k PKCS#]_]_ @ﬁg*ﬂ .............................................................. 9
1. 4. BA— N HHE o 10
1. 5. T IUBRERR oo 11
1. 6. FIFASNE T A T T U & T A B RFEHL oo 12
2. A4 T MAIFELE - ActiveX 77 7 A (LEZCIientISign) ......................................... 13
2. 1. ACtiVEX 7"? 7‘,]’ :/:E‘.‘/‘\:L_‘/I/ .......................................................................... 13
2. 2. ActiveX T A L FFH T A L TR e 14
2. 2. 1. —FEAPLIFIF S A L R ereereemee et 15
2. 2. 2. fHR APLFIFH S/ L R wererernete e 15
2. 3. ACEIVEX T ] AP v v rerererer ettt 16
2. 3 1. 1n1t : %D/ﬁ;ﬁ,ﬂ: ......................................................................................... 18
2.3 2. cert: 5&%%@?@ ................................................................................... 20
2.3 3. info: %E%%‘r%%&ﬂi?% ............................................................................. 21
2.3 4 . sign : %"L% 1E§Jr% ................................................................................... 29
2.3 5. xadd : %g XAdES-BES ,\@%Z‘ ;ﬁ%@bu ................................................ 23
2.3 6. Xades . %‘l% XAdES_BES éﬁk ................................................................. 24
2.3 7. term : ﬁgﬁ& ({ﬁng}i> ......................................................................... 25
2. 3. 8. errorGet : T —fEHL E: < orre e 25
2. 3 9. errorApi T APL GBS - 26
2.3 1 0. errorClear : ST —fH 7 U 7 crerrrre et 26
2. 3 11. httpSet : HTTP @1%%%&% .................................................................. 27
2.3 1 2. httpSend . HTTP ﬁ,{%%?ﬁ— .................................................................. 28
2. 3. 13. version : 23— 3 UEHIEAS: - oo orr e 29
2.3 1 4. status: IC 7 — }‘%—F’EE&?EJ‘ (PKCS#ll @;}) ........................................ 29
2. 83 1 5. xmlGet : XML 1@@3% ......................................................................... 29
2. 3. 16. exec: Q;J:Eiﬁ*— .................................................................................. 30
2 4 . ACtiVBX 7"? 7/]’ ‘/gﬂé%fﬁd ................................................................................ 32
2..4. 1. LeCSIgnCaplAcab / CAPI H‘}j ,ﬂﬁl%u API @*Uﬂﬂ ........................................... 32
2. 4. 2. LeCSlgnCaplAcab / CAPI Hﬁ 4?& API @ﬂ}[“ﬂ ........................................... 36
2. 4. 3. Le081gnP11Acab / PKCS#ll H-}i ﬂEIEJIIJ API @*[Jﬁﬂ ...................................... 39
2. 4. 4. LeCSignP11A.cab / PKCS#11 it —#F APT DRI --oovveeeeeeseeeeeeeeens 43
2. 4. 5. XAdES CE gElsﬂglr%;&@%”ﬁH (V2.1 %ﬂ%‘éﬁg) .............................................. 46
3. 74T ]\@J%% B O RN (LEZC]ientisign) ................................................. 59

Copyright © 2012-2022 LangEdge,Inc. All rights reserved. 1



4.

7747 &4 V2 | LE:Client:Sign V2

3. 1. BBA T RS0 s b serret e 52
3. 1. 1. B o R L A R vttt 53
3. 1. 2. BAOLY FROA L AR JLTNE e 54
3. 1. 3. BAa~<w L FROT U AL AR LTRNH orovrrr 57

3. 2. B O L RRI S e L R et 59
3. 2. 1. —FE APLF S A L A vttt 61
3. 2. 2. B APL RIS/ 7 L/ R werereee ettt 61
3. 2. 3. BA O REITOHTE ~-orrrrrrrr e 62

3. 3. B T RFEIFH AP oo 64
3. 3. 1. constructor : AR/, o oerere 65
3. 3. 2. connect : B O~ REFTLEERE v 67
3. 3. 3. check : BA O~ RA LA R LT 0 J7 corrreemmeiiee e 67
3. 3. 4. cert: SEBHZEIAD oo voevvrermn 68
3. 3. 5. info: ZEBHEREBREID oo ovvvrerrerrr e 69
3. 3. 6. Sign : BAMEEE oo 70
3. 3. 7. xadd : B4 XAJES-BES ~ DA G ERIB I v vrerrrerreree 71
3. 3. 8. xades : B4 XAAES-BES AL« ovrerrrremrmmemmeeieii e 79
3. 3. 9. terminate : BB 1wl RER T crerrrrmremee et 73
3. 3. 10. errorGet : T —fBHEE «--overrrrrrm e 73
3. 3. 1 1. status : IC 71— FIRBEHS: (PKCSHIL (D Fr)  crvverrerrereenemeeinin, 73
2. 3. 12. version : /S—30 5 UAEHEE oo oereeee e 73
3. 3. 13. http : HTTP/HTTPS IS rrrrrrrermrmrsssrrrssssssssiiiiiiii it 74
3. 3. 14. pxml: JHE XML EEES OB oo orrrrrrrrrereessssiiiii 74
3. 3. 1 5. XEC : —FEGEST cooeeere e 75
3. 3. 16. LeCSignCmdWS 27 T & T c+rrrrrrrrrrrrrrr 76

3. 4. B o= RRIFISEIGR] - 77
3. 4. 1. CAPI (CryptoAPI) R R e 77
3. AL 2. PROSHLL FIFH coeeeeeeereeemem et e 79
3. 4. 3. JavaScript 0 async/await Ffi & oo oo oo 80
3. 4. 4. XAAES LZFBHEFBEHOFH (V2.1 FHHERE) o 82
B M EEE (LE:XAAES:LIb/LEPAAES:LID)  oreorrrrrserrerrereeetiiii 88

4. 1. MA®EE XML 7’2 b2 (LEXAJES:Lib/LE:PAAES:Lib i) cooveeeeeeeeeee 88
4. 1. 1. GEW#E XML (LCS_CERT : 7 A 72 ho¥—/3: gtep 1) +ooeeeeerereeeeeene 89
4. 1. 2. ny =i XML (LCS_HASH : +— /X527 F A4 7 b :step 2) rroveereereeees 89
4. 1. 3. BA4MXML (LCS_SIGN : 7 7 A7 > bt —s 1 gtep 3) o 90
4. 1. 4. R XML (LCS_RSLT : = 3527 T4 T Lk i stepd) oo 90

4. 2. XMLEHMZL T4 75U LEXAAESLID e 91
4. 2. 1. XAAES H— B I~ 2 R LesXAdES.@X@ - rrrrrrrrrrrrrrmreerene, 91

4. 3. PDFEMEL T A 7T U LEPAAESILID e 95
4. 3. 1. PAAES H— \EEa a2~ 1 N LesPAAES.@XE frrvrrrrrrrrrrrrmreereees 95

Copyright © 2012-2022 LangEdge,Inc. All rights reserved. 2



7747 &4 V2 | LE:Client:Sign V2

4. 4. —n#EKBra< F LesXAAES/LesPAAES (5773 5 3r)  crvrerrmmeeeeeeie, 97
T R PP 99
16 1. 1. LCS ERR : AT T m e R e 99
185 1. 2. LCSX _ERR : XAdES mo T = 1m— R cereerertetititti i 100
ek 2. ZERAEBR ' (info) 233 JSON/XML FEHR)  -oorerrrrrrrrrrmeereme e 102
£14% 3. XAAES-BES -4 (xades() 2303 XML [FHR)  crvvorerrerrremreree 107

Copyright © 2012-2022 LangEdge,Inc. All rights reserved. 3



7747 v ME4 V2 [ LE:Client:Sign V2

O Bk
=7 A £+ EREENR
Ver 1.00.B1 2017/04/10 | LE:Client:Sign {IEEED_—% 1 kit
Ver 1.00.RC1 | 2017/05/01 | C++@® API |[3FHZ CIREEM DRV O THIER
xmlEImt/xmlAtrb @ API % B/, httpSet/httpSend O 5% % 2 &
exec D API & param |2 L5472 3 REDIEM
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1. 2. 7594 (ActiveX TS5 94 EERAT U R) O&EIR

TI7AT v NEAV2IZIE, ActiveX 7T 7 A4 v (aviR—x2 b)) LB a~2 R (A% A URL
AF—2L) O2FERHY ., TNEFNAHAREL 57T oV nE s, FJIAFEFICELLZFIHS®
HNERDDVEND D,

ActiveX 77 7' A L IE1l O TEMET B, B4 o~ RiL OSHERED 7 A # 5 URL A% — L%

FIHLCEATT 2 8ICZERTOT I U THRAT L Z ENARENT 7 U FiKFE S & 5 O THAE
Tl Chrome & Chromium ~X— A ® Edge (H Edge) DOAHEMEMRFEEZ LTV 5,

EBH 64 JavaSeript O FEITT LN, B~ FOFHICIE JavaScript 7 A4 77 U
(LeCSignCmdWS.js) @ API ##&fit3 5,

22547k OS *tis Windows 10 (Windows 8.1)

_ Internet Explorer 11 Chrome / $7 Edge
7 SIS

B (IE11) ¥ LAY Edge [ExF& 45

N W R —=1iB
R 7= | BE (VAT
X ERITRHEEAVRAM—L % exe J7MIVEEBEL RN &%
2655 L LeCSig.anapiA.cab / LeCSignCmd..exe / LeCSignC-deS.js
LeCSignP11A.cab ( LeCSignCmdSetup.msi )

WE (Y—/\lIZ LE:PAJES:Lib h* LE:XAdES:Lib AAAE)
X FBEABOY—/QIEEF VI OFFETHEN AL ATHE

5247 JavaScript APl £
¥ SEfT#IZ WebSocket &S
APl O RYETHEFE AT HE
LE:Client:Sign V2 SAt AN E
% Chrome/Edge »} I [XIREMAED & (CFIH & EFE
Z 7« =¥ LE:Client:Sign V2 O%EE

H—/\Ei%

FEUHLAE object EF& M API FEUHL

ERERERS X

Pt 2
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1. 3. CAPI (CryptoAPI) & PKCS#11 M3E4R

Windows B2 DE4 H API & L C, PKCS#11 & CAPI (CryptoAPI) @ 2 Fifans B < fEbisd,
ED &S IR 2 EEOFAREIKFT 5, Pl IC I — FOLEIZIEL PKCS#1L @
API OAFM R GER D5, DFE 0V ELLZRMT 200%, FIHT HFEAE & B ORILERE
\HAFT Do ActiveX 7T 7 A L TlEa v R—xr FAKRBRRRY | B~ RTIEIYEIT 727
TELLEFMT 20N ERET 2,

CAPI (CryptoAPI) PKCS#11

Windows Windows fEHEDFFHEZ 7 & IC 11— K DLL 7 7 A A <FIH

MEERER | W IIERCE RIS E RV, CSP A OFRE | DLL 7 7 A VDR A% 5.2 5
DB L 7025 1C 1 — ROBA1Z1% CSP 4 fih

DI HE G 2%
ICHZ—F | CAPIxH&E0 IC 1 — R PKCS#11 %50 IC 1 — K
2 PKCS#12 o= TR #E & REF FH A2 S | HPKI % T PKCS#11 O 73 44%

TWAEEIZIX, Windows FFFAEA 712 | ETW 5
A A =)L LRI THE

CAPI & PKCS#11 D&

ActiveX 77 7' A 1% CAPI & PKCS#11 i ENR/pbarR—x NEFHAT D, B~y
RAIHHEEE DS $0z L v CAPI & PKCS#11 # 90 #:x CHIHT 5,

CAPI (CryptoAPI) PKCS#11
ActiveX 77 7 A v LeCSignCapiA.cab LeCSignP11A.cab
BLa<w R LeCSignCmd.js (LeCSignCmdSetup.msi)

ActiveX 77 7 A4 LB vy RORMEEY 2 — 1
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1. 4. ERY—/\EE

74T v FEXATBLT—ANLEEE L TEARBE T, =7 T4 T MEOBET T R
W XML Z > 7oA AER & 72> T D, = MANS T E XML G#(E 7w b =/ L7292
WAITOMEN D D, FIoY—MUTIIHG L@ER NS KEA] & TELAEE Y ) OO
RIETDVEND D,

Flo—MUlDOT A 77 U % PDF E4 MO LE:PAJES:Lib (LE:PAdES-Basic:Lib % f]) ZFIH
T 500, XML 4 LEXAJES:Lib 2R+ 500 ZRO T LERNH D, EB
LE:PAAES:Lib T/ HEE 7' 7 b 2 /Licxtis Lz 2 7 2 PdaClientXml #4#2( L T\ %,

9547 M BIE H—\
(LE:Client:Sign) (3B XML) (LE:PAJES/XAdES:Lib)
1. BRHREEER/ET (F59Y) — HiE - 0. EANRDHER EHRERF
HRLEBT7ALDEE
2. FEERFRR LE:Client:Sign | — &v2a¥ID | ooy b kg (usmsBEFIA) S
| EEEORBREROEE gf'j?
& . o 7
T e . | > FEE LEPAIESXAMESLD &
& ELZEHEL PAJES/XAJES 4R
B . w1 fEDE
| 4 mamsn LECliontSign | ve (B2)HR AV EOHE
= . > EZIAELNVE 7
HE v ENDBREEHE REZ
> BEROHA ExE 5. E£{Etyk LE:PAJES/XAJES:Lib A

% %% 0 PAJES/XAJES 5
6. WEFBROWER (I>7Y) — WEER MBS R (R T5—) EET ‘E
ELFEH

BHE[CHLTYF (LI ETHEE gy
7
X BREITUPEEERREEMETERL N
7. BREONE (HERERTE)
DTYF ALY ERITBIETREZERS JEALLI —
BA LR T EORABZ LT

O

WS ILENH B, REF

74T ke — N EOEHE & — A D ALER

% Ver2.1 L —REEST 7 T4 7 MIITXAJES-BES 04k (o —hVEL) NAgEL 7p -
72o XAdES-BES O kiZi% API & L T sign() TiE#E< xades() ZF|H T %, Xades 1 5 HE
t cert) OFERFIFFOH LITNIEL 725,
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TANEIT 7 AN A et

readme-LeClientSign2.txt LE:Client:Sign V2 U U —2& /— | SAF URR

[ bin_activex ] ActiveX E¥ 2 — LK OERER 7 7 A /L XA F VIR
LeCSignCapiA.cab CAPI H ActiveX 77 7' A >~ SAF URR
LeCSignP11A.cab PKCS#11 H ActiveX 77 7' A AT YRR
LeCSignIE11.js LE:Client:Sign V2 7 7 7' £ JavaScreipt SAFURR
* htm IE11 H&EBR~7 7 1 v S F YR
unregistcapi.bat CAPI H ActiveX 7°7 7' A &Gk fRER N~ F AT YRR

[ bin_cmd ] B av L RED2—ILEUORBRT 714 L NAF VIR
LeCSignCmd.exe Bl a~ REITTZ 740 GBH) XA F VIR
LeCSignCmdSetup.zip BhLa<w RAU A M—F (E4T7H) XA F YRR
LeCSignCmdSetup.msi
LeCSignCmdWS.js Z4 o~ K API 7% JavaScript AT YRR
* html Edge/Chrome ik 7 7 A /v A FURR
Regist.bat bin_cmd/LeCSignCmd.exe D% &k & iR D> | x4 5 U B
Unregist.bat F7 74N FEA A =L EBH)
[ server_pades ] LE:PAdES:Lib @ — MA524E Java > 7' v SAF U IR

[ ServerTest ] 0 — ANV O X I —— T L F A FURR
[ bin ] P — = NFTEREE PATH BREEZAEUZEM A FURR
[ LesPAdES | X I —H— N LEPAdES:Lib 3234 7 L AR
[ LesXAdES | X I —H%— N LE:XAdES:Lib 32354 71 gl

[ doc | Voo T INVEDO RF 2 AV B SAF U IR
LeClientSign2-manual.pdf | ¥ ==7 /L (K7 7 A /L) A F IR
*.pdf i F¥Fa A b S F Y

[ include ] EVRHOA I N—= T 5N F B iR

[ LeClientSignA | ActiveX A > X — 7 = A AFNFELE e

[ LeCSignCapi ] CAPI Hrefl 5248 B R

[ LeCSignCmd | B A<y N B —T A RIS el

[ LeCSignCmdSetup | BhHaAav U AV A N—FHT vy K i

[ LeCSignCommon ] LE:Client:Sign @i 5E 44 5

[ LeCSignP11 ] PKCS#11 Href 524% e

[ LeXAdES ] o — 7L XAJES BEREH 4L (V2.1 LIKR) POy

[1ib] L FH (libxml2 Z5¢0) gl

[ WTL ] vL KA (Microsoft) 5

LeClientSign2.sln = NS o = S 7 N = Pl

¥ A F URK : LE:PAJES:Lib/LE:XAdES:Lib TOH#AE, 3 X OGHiAK & L T ok,
X BERR : LE:Client:Sign IEHEEA (VY — & 22— NMi—X23M4E)
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1. 6. FIANESS A TS ESA4 U RIEHR

I TA T FEAITFEARNIZIE Windows RSN TWD T A4 77 U OB THER STV T3,
V2.1 ® XAdES e I3 74 77 ) & LTA—TF v Y —AD libxml2 ZFH L T\ 5,

FVa—)l F A it

libxmlI2 XAdES AR ZFIH FA—7> > —A (http://www. xmlsoft. org/)
CryptoAPI Windows FEBE A 7 OFIH Windows 2L

Winlnet HTTP/HTTPS #1512 FH Windows £ #EF2 it

msxml3 5% > XML gt < 2 F H Windows 1% ERE L

MMSERZ A 7T Y

UTIeF—72 V=20 libxml2 IZT 25 74 B AFRERT, BT A & 2 X0 A H
BRMIT oA B Ao TNA,

FATZY T4t A (FBIZaE—F 1 MOR)

libxml2 MIT License (2t —F 4 FERRELEDHY)

Copyright (C) 1998-2003 Daniel Veillard. All Rights Reserved.

F—T ) —AT AR

libxml2 ® 2 & —5 14 FFKoR

[libxml2 License]

This product includesIftwares developed by:

Copyright (C) 1998-2003 Daniel Veillard. All Rights Reserved.
http://www. xmlsoft. org/
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2. 95472 MUEE : ActiveX 7544 > (LE:Client:Sign)

2. 1.

ActiveX 77 7' A % JavaScript 7> HAFE 9 HAEIZSA F U BT
RYEIEX, HEX BERXOLFHE LTHH, — LD

ActiveX 75594 VED 21—

—¥EFEITD exec() 12.1.16 B/ ZFHT 5,

IFH L2,
SR FARNIC JavaScript THIET 5,

ATV D FIHRe

i L] T7AIA CLSID FIH
. PKCS#11 Xt re D
PKCS#11 LeCSignP11A. cab 5F494003-3D02-4E8A-8211-FBD51E1DF5B0 6 H—
. _ Windows SFBHEX 7
CAPI LeCSignCapiA. cab 2DB6008C—-CF18-49C4-9CDC-1075B34414BE X
CAPI x5t IC h— K
EE LeCSignlE11. js — EEHR ATy

HEE ActiveX 77 7 A U EFIHT 58546, PKCS#11 D4

ActiveX 77 7' A v DLEE

WZiZe—»Z/VDLL 7 7 ANV ~DT

T 2D, CAPI O%E121E Windows fEBIEA N T ~OT7 78 ADHIZ, IEDA VF—Fy b4
Varo MREE—F] 28T ILERH Y £,

2 | TF2UT1 | T500G— | 2oy |85 | T0J5A | BEHRE

TFTERETR T EEE T Y - AERL TR,

@ & J/ O

O-7l A2+ EREEHTA b SlRTEY
FESIN

129-3ub

S

g (Y SR EY - EERAaTLe | 1)
WSATOA 79D Web S Moz, COY- %
{ERLTZEL,
OV =2 OTFIFADLAILL)
SOV TEFRIEN TLBLAIL: BHAS - = - .
7 = o ME#EE—FE2ENCT D]

- [EEAED Web B HOEDTTE. | T2 v 7 B F 7T HMNENS D,

- BETRVEEEOHEIT Y
- RERD ActiveX I r\D—)L[;/;"T/D_—Féi/

I [l ®ET-rEICT3 (Internet Explorer DEZENHE)(P)
LA DRI AA(C)... PLEQLAIL(D)

TARTOY—EBEEOLAI Y T B(R)

o, || mAn

A F—=Fy bEAT v a r OREE— FEENTT D

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 2. ActiveX 755942 FMAY—4 VR

ActiveX 7T A T TA T NEAEZFMAT DI E WL -
WEE) « BAMEGE EBLAEEODIAL) « T O 4 MHER MBI/ 5D,

AR (B a
T OEIZY—s3L D HTTP

HWEE, XML FIZ L2 BENETE (Byar ID EEHROZTEL) B0E L2, HTTP #
BLBEARIIH ARSI A APRERT—AbHDIEAH D, TR T4 T 2 FEAHITEBWTIL,

HTTP i&(5 & XML fi#tr o APT ZERIERHE L TV 5 O THAGOE TRIHRWRE L oo TV D, £z
MEOEE XML bHELTEY ., ZUHMAOBEFIHZ 1 >O—FET API THH$T 52 L b

HEL 72> T D,

s SHLHE D B 5 D T
BN {HFI API | —¥% AP | AUEZEA (—¥5)
WL init MEME C%E) /dll (P11) - ZEHER 7 (CAPD)
(IC 17— RIRKE status exec P11 TiZ status TIREEHSSG (47T a3 )
I (httpSet) | I P SRR NGO Y b (T )
SER AU cert | | | EnEoBRE GeuE)
GEWI# HTTP @(5 | (httpSend) | | E APT i XML 0IEEdE (£ 7 A )
Ay valif | GmlGen | || HEAPLCHRE XML ORI (F7 v 3 >)
BA R sign ! BAEOHE CKUH)
B4 (5 HTTP i#@/2 | (httpSend) | I 4 APL Tl E XML O%EHE (F7 o a2
o LA (xmlGet) | L % API Tl E XML OfEh (47> 2 2)
1 term | | | mEev s r v a)

74T MUOMETFNEE (ActiveX 77 7 A V)

71— CO XAJES-BES A kBE DO FNE (Ver2.1 LAKE) -

IR @5 APT | JLEEEEME (—F5)
e L init L CX4ZR) /dll (P11) - §ERAEA 7 (CAPI)
(IC 71— RARAR) status P11 TliZ status TREREG (F7v =2 v)
S ERIIE e (httpSet) | — KR MEOEY b (T a V)
AERA LA cert AEAEORE (X4
AIERA IS (info) FAEAEHEROISG (72 a )

XAdES-BES %5800 (xadd) Detached/Enveloping E4 xR OB (A7 = )
XAdES-BES &4 xades ELMOFHE L XAJES-BES DA (%4H)
YAQES-BES 2[5 (httpSend) %Z. i 7 )?AdES-BES 'r%z%i&@iéj% (A7 av)

X BOHETHET 22 6@E T AR
figfik term BRIV XL VI b (AT ay)

747 MUAOWELFNAREE (ActiveX 77 7' A V)

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 2. 1. —fFAPIFA — VR
IE: JavaScript H—)\: P/XAdES-Lib
e g R |
) ty2aVIDEOIEE (ActiveXigiE) { B EEER
HTMLEDE8hEdnAdr (E4T) .
ronce 0 » IE: ActiveX 4——' ActiveXJili—1 >k ‘
Tty a3 IDFEESIMIEE I
—>| exec: BRIIBET H—)(EOE{EICE
- o) HREIXML% FUF.
o | STZENEL cert: IEBAEMIR
twa>ID/
— - SE > ——
exec) BIFHIFMBHET httpSend: FEAEX(E PR »  REL BRMR/\WIERIRT
exec() - 3’65???’[3 (fﬂﬂﬂ%ﬁ) & 7
1%. BRBEROIES, sign: Bt
tryaxIb/
ELE—~
httpSend: B&EX(E |<4(_P BAELY- BAPDF/XMLER:
- EBELRE (UF1LH5E)
= term: JUFERET (USLLIE)
twaxID T
VLI = > EERERT
DAL HEA T3 l

2. 2. 2. AMAPIFAES—4HUR

ActiveX 77 7' A —FE API R — /7 A

IE: JavaScript

w3 IDEOIEE (ActiveXiBE)

SALNRETENE (AT |

H—/)U: P/XAdES-Lib

[

HTMLEDEBhERAAH (SB1T)

L

IE: ActiveX

4’—| ActiveXJ k=321 |

ERmEEE

REL BANR\Wo1EzRT

BBty BEPDF/XMLER |

IBEERERR |

init() < > init: #NHA{L
: - HE '
» cert: JFBAEIEIR
trw=a>ID/
SEEAE — .
« JWwafE
J\wiafE —
> sign: B&ETE |
— BaE trwsa>ID/
BAE - N
« WILIL5) '
term() 4 =I term: JUPERET (UFALIH) |
P, T
WAL zw=3>ID =I
57 3
DI MIA TSI ETOAPIURRIETIHFT

0 (FHIZEAT) e13.

SALZISTEIE (AT53>) |

ActiveX 77 74 > B API R —/4 v XX

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. ActiveX I API

T I7AT v NELD APLIL, ActiveX TlIEA 7 V=7 DAY v K, Java API Tl LeClientSign
JTADRALNE LTRSS,

Ay R’ AR | HERE TR
init O O | ¥k PKCS#11/CAPI 2D 41k % F1T
cert 0 O | FEERAF BLITHIH T DR E 2 SR LS
X OEPEET D — N CFEE A RE
info () — | FERAEIE AT AR E AT L A B35
¥ Ver2.1 L v ¥45— b
sign () A | BAEFE B2 oNbNy v ald—2DELEEFHE

X EET LY — by v alT— 2 2 TG
XOEEET DY — B E T RE

xades () A | XAJES-BES A% FRE S 7-%15:12 XAAES-BES B4 # 5L C
ERT %

% xades(O FIFKFZIL sign( (X fED 72

* Ver2.1 LV #R—F

term () AN | B (R T T A RE TR S 705 2 WaZH TIE

errorGet () A | =T —ERE FANE MR, =5 —a—F & 23H

errorApi () X | =7 —API 4 Huf% T T —/E U N E & fER8 9 2 2 O M8
f5)) PKCS#11 <> CAPI ® API %

errorClear () X | =7—Es7IV7 ~7—fE% 0 (NO_ERROR) 7 U 7T

httpSet 0 X | Ry hNU—rBE v a v ID &_X—2 URL ##E

httpSend X | Ry hU— P HTTP i#ffZ ® POST =~ K& FE(F

version () X | N—=T g AEREUS IIAT v NEBAHEY 2 — VD=V 3 U

status X | IC 1 — FiRFEEUS PRCS#11 o> 51| ] vl E

xmlGet () X | xml] ZERE/EIERS XPATH fRE 2 X © XML A/ e & B

exec () O | —fE3ET MBERIC L 5B E TO—FEFET

7747 v FEAAPT -5

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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FIE N il 2
Step0 | FAll : WIFEHE AR/ T 7 U Y b Ty g U IDRIBIE L E DA ATZ, JavaScript
X Y — MAITHER LT T UHFRR L HTML 24 L C7 7 U HFICRRT D
Stepl | B&RE 1 : Wik init) ZFEONH L KT A N E 2 9L
W F 72 5 httpSet) H17 9
Step2 |77 vay i BAHRNYHT— B4R 5 D onClick() % TEL B A B4k
Step3 | H&HE 2 : FEIETUS cert) Z MO L CREHEZ ST 5
Step4 | 1E(F 1 : AEEIXR(E/F4 RIS httpSend() & 7130 &2 DiEfF FEUZ L D |
¥ kyrarIDHELLE FEEZ I — NIZEE LT, BARNE T TG
Steps | #&RE 3 : BAMEFE sign() ZIFOH L CEAMEE ST 5
Step6 | (5 2 : BAME & KR OIS httpSend() & 721 5 22 DE FRLIT LD |
¥ byrarIDHELLE BAMEZ Y — NTEE LT, MRE UG
Step7 | H&AE 4 : TRALEE (AWK AT) FERIRETY XA L7 NEORLBELZIT S

7 TAT v NELE ORI TR

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 1. init: #¥&A1L

e init: 7574 UL : BERAD K34 N\PEREOMEAL
ActiveX BSTR init (

ULONG iflag,

LPCTSTR iopt) ;
Bl% |1 | 72354 iflag MBI T ST . LB

0x00000000 LCSI_NO_FLAG XML 2k THERZRT
0x00000004 LCSI_SET_RETHEX HEX XF5| CTHER %R
0x00000008 LCSI_SET_RETB64 Base64 X F3I THEREIRT
0x00001000 LCSI_SET_DEBUG T /3w 4 E— FZFIFA

2 | XF75 iopt 7 ay  TPKCSHIT 48R 1 TCAPI 21 2SR
PKCSH#11 : BERIADDLL 77 € JLD/NR ZIEE A RE
CAPI : 3B/ IC H— RERE T IEEFIAE

X BEHIEEREZITI—F¥n]ZFIALTEITS

X HBRFEEXFEE (null FEEFH)

RYE X5 IEER:

PKCS#11 : IEEBFICIZFIAT % DLL /XA XFFIAGR B
CAPI : TEEE(Z(E NULL AYR B
IS5—0F:

IS5—AvtE—UhRS (“Error: " TIRE S XFH)
A& errorGet () /errorApi () DOFIAL ETHEE

PKCS#11 MBPET73 5 -

wHeE 0x00000010 LGSI_P11_FILEDLG Z7A /L4 7OS Tdll{EE
A7 ar (PKCS#I1 RS 4/ M DLLIERE) :

¥ opt [CRIEFR 1 DUULEDDLL 77 A JLIAADIFENDE (NULL R7])

// ActiveX 75454 @ JavaScript S DOFIFEF (dl| % 2 DIEE)

var paths = “C:¥¥Program Files¥¥JPKI¥¥JPKIPKCS11Sign.dl1” + “¥n” // patht
+ "C:¥¥Windows¥¥System32¥¥p1idriver.dl|”; // path2

var ret = signobj. init(paths, iflag);

CAPl ®R | #HLT3575 .
0x00000100 LCSI_CAPI_ICCARD #Z# ICH—FPKI/BFECAF)DF v 4TS
0x00000200 LCSI_CAPI_NOSTORE {EA Windows SEBRER b7 ZF v LGN
0x00000800 LCSI_CAPI_NOCHECK ZEBAZF = - - #& L (LCSC_CAPI_ICCARD & FIFR)

73y (BMICH—FEREDERE)

var cards = “24:-1:0:JPKI Crypto Service Provider for Sign”;

var ret = signobj. init(cards, iflag);

¥ opt GBAN IC H— FERRE) [FEHLAZFAIENLL TR

¥ CAPI ICh—FDA T a EERE

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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fiz= : “PROV_TYPE:KEY_TYPE:FLAG: CSP_NAME"
PROV_TYPE : PROV_RSA _FULL = 1 / PROV_RSA_AES = 24
KEY_TYPE : AT_KEYEXCHANGE = 1 / AT_SIGNATURE = -1
FLAG : NONE = 0 / CRYPT_SILENT = 0x00000040 (64)
EX1) “24:-1:0:JPKI Crypto Service Provider for Sign”
EX2) “24:-1:64:NEC Secure Ware AES Cryptographic Provider”

V2.1 %2 | 1. LCSI_SET_RETXML (0x00000002) [FEElLENT I+ L FEREMN XM 2 RS K 514>
f=o LCSI_SET_RETXML (3 L THLE BRI N5,

2. LCSI_CAPI_NOCHECK (0x00000800) A%EfNEMIEERFIZIE init TIHEREF I VY
E—tiTH Ly, D4 Y cert [ZT LCSC_CAPI_ICCARD (0x00000100) Z##5%E L T
ICHh—F (RAFTUN—D—FZETCEEICH—F) OF v I %175, ThIZEk
YH— FRIEBAROBF v EMBIENAIREL LGS,

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 2. cert: ;IBAZEWM#E
e cert : sEFAEMG : BAICHESHAELERT S
ActiveX BSTR cert ( // HEX XFIITREND
ULONG cflag,
LPCTSTR copt) ;
BlE |1 | 737 cflag MRET ST - HER
0x00000000 LCSG_NO_FLAG AT avEL
0x00000001 LCSC_CONFIRM  FEBAE 1 DDIFE HLHER
2 | X5 copt AT ay BRI BBEFEXFHEE (null IBERH)
FAT HAELFIRT 5 (RYHR—F)
RYE INAFY) IEEE
EIR L I-FEBAZE D X. 509/DER e =X /34 F+ 1) HYR B
X EETMBE XML X TRS 4.1.1. 58)
3 init. LCSI_SET_RETHEX $57EFs(d HEX XFFITiR S
% init.LCSI_SET_RETB64 5% B¥(d Base64 XX F 5| TR D
IS5—0F:
NULL A%R %
A& errorGet () /errorApi ) MF|IA L ETEE
PKCS#11 FEBRED S
HE 0x00000010 LCSC_P11_ALLCERT CA:IBHZ1L SHETHIAEEZRT
0x00000020 LCSC_P11_USEPIN AJ4> (PINRE) #LTHA PKI %)
A7 3> (LCSC_P11_USEPIN f55EHF) :
opt IZPIN XFFIDIEEHAEE (NLLIEETHRESX A 7HEY)
CAPl iR |FEBAED 37 :
0x00000100 LGCSC_CAPI_ICCARD 1Z# ICH— KFPKI/HBECAE)DF VI 1T
ERBA

BETFEME (init) BICEERAEZES IC A—FOFz v 7750, HHEREDT S
212 LCSI_CAPI_NOCHECK (0x00000800) %#8§FE9J 5 & T. cert MEBAET ST
LCSC_CAPI_ICCARD (0x00000100) Z##§%E9H—& T IC h—FDFz VI ETA S,
LCSC_CAPI_ICCARD L 7=@IZ LCS_NO_CERT_ERR (-11) &% 5BZBEICIX IC h— KA
ESNTLVELY,

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 3. info: ;ARG
e info : FEBASEHMENGG : GEASZMITL THERZWMET S
ActiveX BSTR info ( // HEX XFFITIREND
LPCTSTR cert,
ULONG infoflag);
5lE |1 | X5 copt R HEEBAE D X. 509/DER 2=/ N4 1) O Baseb4 XF 5l
X cert RUMEDHEBE XML isXDIEE L FIRE. DF Y cert @
RYEZZTDEFIEETRE,
X ARRAFRILGDOT, ZXFLnull IEERHT
2 | HE infoflag | BRI TV :
0x00000000 LCSF_NO_FLAG AT a gL (JSONIRL)
0x00000001 LCSF_RETXML XML X TEHRZERT
RY{E XF5 IEEE
BEIRL-FIBAZE OFEHRD JSON XFFITR S
% LCSF_RETXML 5 ERF(FM B XML fi2xX TR 5
IS5—0F:
NULL A%R %
Alli& errorGet ) DFIAL AIEE
i 2 RYETREINSEROBAT T8k 2. (ASER—E 258

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 4. sign: EREHE
e sign: ELEHE : EREERITLTEREZRY (ERIOBIRFAEZZFA)
ActiveX BSTR sign ( // HEX XFHTREN B
ULONG sflag,
LPCTSTR sopt
LONG signAlg,
LPCTSTR data, // HEX XF35ITIEE
LPCTSTR passwd) ;
si% |1 | 737 sflag ERTSY  £BEH
0x00000000 LCSS_DEFAULT  data [Z/\vy P a{EZFIETE
0x00000001 LCSS_TDIRECT data ICHERBEREIETE
0x00000008 LCSS_DATAHEX  data % HEX XFFITHRE
2 | X5 sopt AToay: BRI BBEFEXFEE (null IBERH)
FAT HAELIEET S (RYHR—F)
3 | #iE signAlg | B&7ILIdY XL :
SHA256=0 / SHA384=1 / SHA512=2 / SHA1=10
4 | N4FY) Data EERET—4 -
LCSS_DEFAULT B = ZEBRAXERD/\NY L 21 {EZHETE
LCSS_TDIRECT By = BEEMERBUHZEE (/\v P a15tESE)
% ActiveX H LCSS_DATAHEX #&7E B (& HEX XFHIH K THEE
5 | X=F5 passwd PKCS#11 :
FIRANRD—FEE (BREXFOBSIIAETIS—)
% LCSS_P11_NODLG RIEERFIIZEXFIRETHBEX A T7HY
CAPI :
FKEA (ICHA—FRARKEXFSAN\EITY A 7RI ERR)
EBEREFIXZEXFEE (null #8EARH])
RY{E NAF) IEER
BIRLE-BRAEONAFT)HIRDS
% LCSI_RETXML 5 ERFIZIE B XML 2K TR S (4.1.3. ZH&)
% ActiveX H LCSS_RETHEX #57E B¥(d HEX X FFIRK TR D
I5—F:
NULL A%R %
A& errorGet () /errorApi O OF|IA+ ATHEE
PKCS#11 ERTTY
HwE 0x00000010 LCSS_P11_NODLG passwd B NULL DIZEICTS—IZT S
CAPI 2

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 5. xadd : £4 XAJES-BES ~DE & X RIBM
HHE xadd : &£ XAJES-BES ~DE £ x5 iB/N : Detached MiEM
(BHEMVHT C & TERDEL XN REMD AT HE
ActiveX LONG xadd (
LONG type,
LPCTSTR id,
LPCTSTR fname,
LPCTSTR data ) ; // HEX XF 35| TIEE
SIE |1 | BB type XAdES > REHNFER
0x00000000 LCSA_DETACHED Detached iz =X TXIR Z3E M
0x00000001 LCSA_ENVELOPING Enveloping =X Txt& Z1B/0
3% Enveloping MEMIXIRIERR I
X5 |id ID XFFxtEE. BT, #l : "DETO1”
X5 | fname T714ILVEREETE
Enveloping B¥IZ I data ZHEE I N ILHERETAE
Detached {8 EBFIZIXHBEFRTI. 4l : “sample. docx”
X TINRERELEBEICE T 74 ILE EHRRFEDAHHF
RAEn, JULNRET—E2DHEAAADHZFRAEN D,
X ABBEFIEZEXFIRE (null FEEFT)
4 | X=F5| | data EZ5% /N1 + ) % Basebd XFHL LI=-T—2ETE
X TIEEICTHBBAIRE GEERICETILNAREENDE)
RY{E & IEERF
LCS_OK M1k %
IS5—0F:
LCS_OK LISt AR D (74 F R {E)
i ¥ R Enveloping (MA) BRADBEREMITERYR—+

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 6. xades : &% XAJES-BES 4k

Hae

xades : &4 XAJES-BES 4 Rk : XAJES-BES E4 #3317 L T XAJES @ XML %R 9"
(ERTDZIRGEAE ZFA)
X AHEETIE )Lty bD XAES T3 < i 57 XAJES-BES D & 53 i

ActiveX

BSTR xades (

LONG

// HEX XFFITIREND
ULONG xflag,

signAlg,

LPCTSTR xml,
LPCTSTR id,
LPCTSTR xpath,
LPCTSTR passwd ) ;

// HEX XF 3 THEE

51%

xflag

XAdES 75 % : $tiEHB
0x00000000 LCSX_DEFAULT i@ : fEE&EL

signAlg

EZ7ILT) XL
SHA256=0 / SHA384=1 / SHA512=2 / SHA1=10

X751

xml

ELRE XN :
HEE (ZEXF) NDiFEIE Detached/Enveloping DIEENMHE

X751

id

EAXWR idDIEE : xml FOELNRELD id ZIEE
A (ZEXF) DZEIXEnveloped iR &4 D

X5

xpath

EZWRD xpath DIEE : A T3>
EXFICTHEEAHE

X5

passwd

PKCS#11 :

FIRANRD—FEE (NILL OGEEFEET )

% LCSX_P11_NODLG RIEERFIFEXFIEETHREF A 7RY
CAPT :

KER (ICHA— FRAREFSA/NUITESA7RTRTR)

RYIE

XF5

FEF:

A R L 7= XAJES-BES @ XML AYR &1 %
X #EAME(Z LCSI_SET_RETHEX $5EB+I% HEX XFHITIRE N b
X #HAME(= LCSI_SET_RETB64 $5%E B¢ Base64 XFFH TRE N B

IS5—0:

NULL AR %
Al errorGet () /errorApi O DFIA+ AIRE

PKCS#11
i

ERI37:

0x00000010 LCSX_P11_NODLG

passwd B NULL DIZEICTS—IZT S

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 7. term: i (#TNE)
e term: £ (2K : MBICHERLZUY—XE@BHRT D
ActiveX LONG term (
ULONG tflag,
LPCTSTR topt);
Bl% |1 | 72354 tflag 759 - HEER
0x00000000 LCST_NO_FLAG AT avEL
2 | X5 sopt T ay . BRI BHEFEXFRE (null FEERH)
RY{E HiE (T5—a3—F) IEER
LCS_OK A%k
IS5—/:
LCS_OK LISA AR D (T4 FR1E)
A& errorGet O /errorApi O DOFIFA L ETHE
ActiveX ActiveX FIHDIZEIZI topt (T Z4 LY k% URI DIEEMNATHE
i 2 MR THRIZEESNE-RIICYUSEALY FEhFET

2. 3. 8. errorGet: TS5—{EmWME

sk errorGet : TS —{EEG : ERIICEL:-IS—EEZERY
ActiveX LONG errorGet () ;
5% |1 | &L
RY{E HiE (T5—a3—F) | E&E:
LCS_OK A%k
IS5—/:

LCS_OK LISt AYR B (<A F R 1{E)

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 9. errorApi : T5—API £H1%
Hae errorApi : TS5 —API Z2EG : BERTIICELFITS—D APl %KY
ActiveX BSTR errorApi Q)
Sl# (1 | &L
RY{E XF 5 IEERF
NULL A%R %
IS5—F:

I5—%4%CT- APl & (PKCS#11/CAP1/ZDh) AR B

2. 3. 10. errorClear: TS—ES )7

errorClear : T5—EY U7 : T5—{EELETS—API&ZEHUTTH

Hae

ActiveX VOID errorClear ()
S1# (1 | &L

RY{E wmL

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
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2. 3. 11. httpSet : HTTP BIEARTE
Hae httpSet : HTTP @ISR : /RR b& (port A &ty av DEEY D
ActiveX LONG httpSet (
LPCTSTR host,
LPCTSTR session,
LPCTSTR hopt) ;
5I% |1 | XF5 host AFx—LERRAMEERZY M, T3 0TR—ES
#2= : “scheme://host (:port)”
51 1) “https://www. langedge. jp”
51 2) “http://test. langedge. jp:3000”
XF 5 sid vy 32 ID, EITNIENULL $55E
X5 hopt HTTP @E4 T2 a v
RY{E HiE (T5—a3—F) IEER
LCS_OK A%k 5
I5—H:
LCS_OK LISt AR B (W4 F R {E)
T/3v 4 | host [Z “debug://LcsXAdES. exe” H#18E T D Z & T. LesXAdES. exe #fE-~f-O0—HJL

RERDEITMNEEEICAE 5TV D, LosXADES. exe A D TUVD T 4L S % PATH IBEE L%
12Nz 2ENH D, LeClientSign¥ServerTest¥bin # PATHIZINZ 5,

LcsXAdES. exe [&. —cert TAERAEMGNE%L . —sign TELEFHELNEDOY —/\HRA%E
WMIBETHZ D, BEANTISATUNERDOHE W 2525 &, Z#HAIC
LcsXAdES. exe AR L =30 E XML %3R 9,
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= 4=

E1T

e httpSend : HTTP @{E3E4T : XF5| (XML/JSON %) % POST A v KTHEIET S
X SEIZ httpSet() THRR MEZLY FTEHBLEHY
% Winlnet ZF|A L1=&1E
ActiveX BSTR httpSend (
LPCTSTR path,
LPCTSTR header,
LPCTSTR data,
LPCTSTR agent,
ULONG hflag);
5IE |1 | X5 path BIEELED/AREFETE (inetSet d host &#54& L THIA)
¥ TNy J B LesXAdES. exe M31% & L THIA,
2 | X5 header ANy SEENOBNEEY b, EBITNIENILL 5
51 1) “Content-Type: application/json; charset=utf-8"
51 2) “Authorization: Basic dGVzdDpwc3dk”
X BBty FTEHBEE Y¥r¥n” TEHT DS
XF5 data BIENBEXFIITHEE (WA FVEEIXTELGL)
XF 5 agent I—Cxy hEEELABNIEE Y b T|ITNIENULL $55E
X HBEEEIZIE “Mozilla/4.0 (compatible; MSIE 6.0; Win32)
" xEAR
5 | 2345 hflag HTTP BIEZ 5V -
0x00000000 LCSH_NO_FLAG TT7oavEL
RY{E X5 IEER
Y= EDIEENRD
IS5—F:
IZ5—AytE—UHRS ("Error:"TIRE S XFII)
A& errorGet () /errorApi ) DOFIA+ATEE
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2. 3. 13. version: /N\— 3 UIEHRINEG
e version: N—2 a3 UIERIEG : V54T FEBREZDN—2 3 UEREZIRT
ActiveX BSTR version () ;
Sl# (1 | &L
RY{E XF 5 N—2 3 VIEBRXFINNES
f51) “API:v1.00B1”
2. 3. 14. status: IC h— FIREEER1G (PKCS#11 O #H)
Hae status : IC H— RIREEERTE : 1C h— FODIREEERT (PKCSHI1 (D A)
ActiveX LONG status O
S1# (1 | &L
RY{E B IEER
ICh—Fhty FE#GEL 1 HREY a5 0HRD
IS5—F:
A FTREIRD
2. 3. 15. xmlGet : XML {EEZ
e xmlGet : XML ) 5EZ B4 : XPATH TIEE SN {EZ W&
ActiveX BSTR xmlEImt (
LPCTSTR xml,
LPCTSTR xpath) ;
S1# |1 | XF5I xm| fEHT9 5 XL =467
2 | X5 xpath G T 5 XML EFR % XPATH e X THRE
Bl 1: B XML DNy > afE (BER) £H0F
”/LcsResponse/hash”
fBl2: BN OYSFA LY FEEEZIREG
“/LcsResponse/@redirect”
RY{E X5 IEER
XML DIEAYIR B
I5—F:

NULL A%R %
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2. 3. 16. exec: —#F=EST
Hae exec : —IEE{T : BB HTTP BE/ML X I TERNEEZ—IEETTS
ActiveX LONG exec (
ULONG iflag, // <param name="iflag” value=0>
LPCTSTR iopt, // <param name="iopt” value="">
LPCTSTR host, // <param name="sid” value="session001">
LPCTSTR sid, // <param name="host” value="http://langedge. jp”>
LPCTSTR cpath, // <param name="cpath” value="/cert”™>
LPCTSTR spath, // <param name="spath” value="/sign”>
LONG signAlg, // <param name="salg” value=0>
ULONG eflag, // <param name="eflag” value=0>
LPCTSTR eopt); // <param name="eopt” value="">
C1E: 72549 iflag init® iflag ELELC 12.3.1 58]
param F|FHFIZ(X -1 ZIEE
2 | XFF) iopt init®d iopt EEL 12.3.250)
param FIFABFIZIE NUILL AZEXFE 77 Z5%E
3 | X=F5 host httpSet M host &E L 12.3. 11 S8
param F|AIZ(E NULL MZEXF 77 #1585
4 | xx=FF| sid httpSet M sid &R L 2.3.11 S8
param F|AIZ(E NULL MZEXF 77 Z#15E
5 | X=F5I cpath FAEAZEED/IR
httpSend @ path EE L 2.3.12 B8]
param FIFAEFZIE NULL MZEXE 77 ZIETE
6 | X5 spath ERBERED/AR
httpSend @ path EE L 2.3.12 B8]
param F| R IZ(Z NULL MZEXE " #IE8E
1 | #E signAlg sign D signAlg EEL 12.3. 48]
param FIFARFIZIE -1 2167
8 |73Y eflag —{EETIIT  HER
0x00000000 LCSE_NO_FLAG AT avEL
param F|FHFIZ(X -1 ZIEE
9 | XF3 eopt AFoay BERYER—+
param F| AL NULL MZEXF 77 #1855
RY{E HiE (T5—a3—F) IEER
LCS_OK A%k
IS5—/:
LCS_OK LISt AR B (W4 F+ R {E)
ActiveX SIBIFETHR/INS A —2— (param) HEEIZK Y IEEATRE
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e

BIMENTA—E—DEATHEESNEGERICEIENBESND
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2. 4. ActiveX TS5 54 VEEH

2. 4. 1. LeCSignCapiA.cab/ CAPI ik f&E%I APl @I/

J2dkEY- > 7L : bin_activex/test-capi.htm

ActiveX |25 % CAPI 2FIH L7 947 "B T T 7 A . Windows FEBIER N 7 OfE ANIZH
HAEAE S . CAPLIZHIS L7 IC I— R USB h—27 2T A4 T v NEANREL 72 5,

HTML &0 : Z A RV EBLYLRE o DIrFR

<body>
<p>LeClientSign: ActiveX CAPI Sample 1</p>
<p>[ PARTS API execution 1</p>
<hr />
LOCAL debug: Need LcsXAdES. exe and LcsPAdES. exe pre—instal led.
<p><button onclick="SignMethod (true, true)“>XAdES CAPI SIGN (Local Debug)</button></p>
<p><button onclick="SignMethod (false, true)”“>PAdES CAPI SIGN (Local Debug)</button></p>
<hr />
HTTP connection: Use LE Dummy Server.
<p><button onclick="SignMethod (true, false)“>XAdES CAPI SIGN (Remote)</button></p>
<p><button onclick="SignMethod (false, false)”>PAdES CAPI SIGN (Remote)</button></p>
<hr />
<object id="LeCSignCapiA” width="0" height="0"
CODEBASE=". /LeCSignCapiA. cab#Version=1,1,1,0"
classid="CLSID:2DB6008C-CF18-49G4-9CDC-1075B34414BE™>
<{/object>
</body>

JavaScript FJHH L DA :

// AE e

function InitLcs(csign) {
// DIt (—EEFETINIERLY)
if(glnitFlag == 1)

return;
try {
var iflag = 2 + 0; // B XML %383 (2 [C-CARD (XF = v & L#ELY)
// var iflag = 2 + 256, // #Z# IC-CARD F = v ¥

var cards = ”7; // AF< 3> IC-CARD MIEEHEL
var ret = csign. init(iflag, cards);

if(lret || ret.substr (0, 6) === “Error:”) {
/] TZ5—
ErrorAlert(csign, "#IHAIETS—", ret);
return;

}

} catch (e) |
ErrorAlert(csign, “HlS T >—", e);
return;
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]

// DEERTh

glnitFlag = 1;

alert ("#1HAESET¥n” + ret);

JavaScript E4 FF D] :

/] BRAELT
function SignMethod (xades, debug) {

/] BRA T FBE

var csign = document. getElementByld (' LeCSignCapiA’) ;

if(lesign) |
alert("ELUME . ATy FREBTS");
return;

}

// WE1E

var host, cpath, spath;

if (xades) |
alert (" [XAdES E & WIERHLE]")
xades = true;

i f (debug)
host = “debug://LcsXAdES. exe”;
else
host = “http://www. langedge. jp/cgi-bin/xades”;
} else {

alert ("[PAJES E 4 ALEFAIA]) |

xades = false;

i f (debug)
host = “debug://LcsPAdES. exe”;
else
host = “http://www. langedge. jp/cgi-bin/pades”;

}
var sessionld = “AX0123”; // w1 a v ID (BEY—/N\ty FERZ TR REY F)
var hopt = “7;
i f (debug) |{
cpath = “ -cert”;
spath = “ -sign”;
} else {
cpath = “/cert.cgi”;
spath = “/sign.cgi”;

J

var header = ””;
var agent = 77,
var hflag = 0;
/] D247 NERPEAL
InitLes (csign) ;
var status = csign. status(); // SERRZEH %R
if(status < 1) {
alert "SEERAELSHY FEA. )
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//

return;

}
// BIEETE
var ret = csign. httpSet (host, sessionld, hopt);

if(ret 1=0) {
ErrorAlert(csign, "BIEH/RTEIS—", null);
return,

}

// ERNIE

try {

//(Client) FEBAEE&E
var cflag = 0;
var copt = “7;
var cert = csign.cert(cflag, copt);
if(lcert) {
var lastError = csign. errorGet();
if(lastError == 1) {

/] FrxotL
alert ("SEEBAZERSF v o),
return;

}
ErrorAlert(csign, "SEFAZRWREBIS—", null);
return;

}
alert ("SEBAZEHS cert = ¥n” + cert);
// (Server) SIBAZEZH—/NIZEELEZRRT—2EE

var hashXml = csign. httpSend(cpath, header, cert, agent, hflag);

if (thashXml || hashXml. substr (0, 6) === "Error:”) {
/] TZ5—
ErrorAlert(csign, "SEFAZ@®{ETS—", hashXml);
return;

}
alert ("4 XML¥n” + hashXml) ;

[/ Ny alE
var hash = csign. xmlGet (hashXml, “/LcsResponse/hash”);

if (Thash) {
/] TZ5—
ErrorAlert(csign, “/\v < a{EEREIS—", hash);
return;

}

//Client) BZEERA YV Y K

var signAlg = CheckSignAlg (hash) ; // BR&7IT) XLEE
if(signAlg < 0) {

alert("/nw a4 XIT5—: len=" + hash. length) ;
return;

}

var sflag = 0; // Ny A {EDIEE

var sopt = 7,

var passwd = “7;

var sign = csign.sign(sflag, sopt, signAlg, hash, passwd);
if(Isign) {
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ErrorAlert(csign, "EBRAEEKIS—", null);
return;
}
alert ("EL{ELER sign = ¥n” + sign);
// (Server) BRET—3R &EE
var resp = csign. httpSend (spath, header, sign, agent, hflag);
if(resp || resp.substr (0, 6) === “Error:”) {
/] TT5—
ErrorAlert(csign, "ELEEEITS—", resp);
return;
}
//(Client) #2 7 AL18
var redirect = csign. xmlGet (resp, “/LcsResponse/@redirect”);
csign. term(0, redirect);
glnitFlag = 0;
} catch (e) {
ErrorAlert(csign, "fHIsATS5—", e);
return;
}
alert "[E/NEHLTI)

JavaScript figh 2 v v K :

// TZ5—%RK
function ErrorAlert(csign, mesg, opt) {
var lastError = csign.errorGet();
var lastErrorAPI = csign. errorApi();
var alertMesg = mesg + “ : ” + lastErrorAPI + ” (” + lastError + *)”;
if(opt = null)
alertMesg += “¥n” + opt;
alert (alertMesg) ;
}

VARAY 2R -V YA = k=40 ): L
function CheckSignAlg(hexValue) {
var signAlg = -1, // ERROR
i f (hexValue. length == 40) {
signAlg = 10; // SHA-1 (20byte)
} else if(hexValue. length == 64) {
signAlg = 0; // SHA-256 (32byte)
} else if(hexValue. length == 96) {
signAlg = 1; // SHA-384 (48byte)
} else if(hexValue. length == 128) {
signAlg = 2; // SHA-512 (64byte)
}

return signAlg;
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2. 4. 2. LeCSignCapiA.cab/ CAPI ik —3i& APl O FIA

FEdEH 7)1« bin_activex/test-capi-exec.htm

ActiveX (12X 5 CAPI Z2RIH L7220 947> NELT T 7 A . Windows GEBEA R 7 OfEl N2 H
HEFAE L . CAPLIZXSE L7 IC H— RPUSB h—2 2T 94T NELNRAREL 0 D,

HTML E 06« % A4 Vv EBARE o DHAERL param [T THIE -

<body>
<p>LeClientSign: ActiveX CAPI Sample 1</p>
<p>[ EXEC API execution 1</p>
<hr />
LOCAL debug: Need LcsXAdES. exe and LcsPAdES. exe pre—instal led.
<p><button onclick="SignMethod (' XLeCSignCapiA-D") “>XAdES CAPI SIGN (Debug)</button></p>
<p><button onclick="SignMethod (' PLeCSignCapiA-D’) “>PAdES CAPI SIGN (Debug)</button></p>
<hr />
HTTP connection: Use LE Dummy Server.
<p><button onclick="SignMethod (" XLeCSignCapiA' ) “>XAdES CAPI SIGN (Remote)</button></p>
<p><button onclick="SignMethod (" PLeCSignCapiA’ ) “>PAdES CAPI SIGN (Remote)</button></p>
<hr />
<object id="XLeCSignCapiA-D” width="0" height="0"
CODEBASE=". /LeCSignCapiA. cab#Version=1,1,1,0”
classid="CLSID:2DB6008C—CF18-49C4-9CDC-1075B34414BE”>
<param name="iflag” value=4096><!-- 4096=0x1000 (xT/\vHT 7545 ——>
<{param name="iopt” value="">
<{param name="sid” value="XID_00001">
<{param name="host” value="debug://LcsXAdES. exe”>
<{param name="cpath” value=" -cert”>
<{param name="spath” value=" -sign”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">
<{/object>
<object id="PLeCSignCapiA-D” width="0" height="0"
CODEBASE=". /LeCSignCapiA. cab#Version=1,1,1,0"
classid="CLSID:2DB6008C—CF18-49C4-9CDC-1075B34414BE">
<param name="iflag” value=4096><!-- 4096=0x1000 (X T/\ v 5 2754 —>
<{param name="iopt” value="">
<{param name="sid” value="PID_00001">
<{param name="host” value="debug://LcsPAdES. exe”>
<{param name="cpath” value=" -cert”>
<{param name="spath” value=" -sign”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">
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<{/object>

<object id="XLeCSignCapiA” width="0" height="0"
CODEBASE=". /LeCSignCapiA. cab#tVersion=1,1,1,0"
classid="CLSID:2DB6008C-CF18-49C4-9CDC-1075B34414BE">
<{param name="iflag” value=0>
<{param name="iopt” value="">
<{param name="sid” value="XID_00001">
<{param name="host” value="http://www. langedge. jp/cgi-bin/xades”>
<{param name="cpath” value="/cert.cgi”>
<{param name="spath” value="/sign.cgi”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">

<{/object>

<object id="PLeCSignCapiA” width="0" height="0"
CODEBASE=". /LeCSignCapiA. cab#Version=1,1,1,0"
classid="CLSID:2DB6008C—CF18-49C4-9CDC-1075B34414BE”>
<{param name="iflag” value=0>
<{param name="iopt” value="">
<{param name="sid” value="PID_00001">
<{param name="host” value="http://www. langedge. jp/cgi-bin/pades™>
<{param name="cpath” value="/cert.cgi”>
<{param name="spath” value="/sign.cgi”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">

<{/object>

</body>

JavaScript &4 FEITOH

/] BRAET
function SignMethod (name) {
alert ("[” + name + "ELKNIEEFHR]T);

/] BRA Ty FEF
var csign = document. getElementByld (name) ;

if(lesign) {
alert("ELME . ATy FREBTS—");
return;
}
// BHNE
try {
//(Client) FEBAZEEF - AY > )Ll paran TETE Y b+
var rsit = osign. exec (-1, “”. “* 7w oww oy ).
if(rslt = 1) {
alert("FrotILEShFELE,
return;
}
if(rslt < 0) {
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var lastError = csign.errorGet();

var lastErrorAPI = csign.errorApi();

var alertMesg = "E&IT5— : " + lastErrorAPI + ” (" + lastError + ”)”;
alert(alertMesg) ;

return;

}

} catch (e) {

}

ErrorAlert(csign, "l TS5—", e);
return;

alert("[E/NEHLTI)
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2. 4. 3. LeCSignP11A.cab/PKCS#11 hix &% API DI

FHEH 7L ¢ bin_activex/test-pll.htm

ActiveX (2 X %5 PKCS#11 RIARNZRM LTz AT FNELT T 7 A o PKCSHIL (IZxt) L

77ICH—FRRUSB F—27 N2 TI AT > NEBANAREL 725,

HTML &0 : Z A RV EBLYLREZ o DIrFR

<body>

LeClientSign: ActiveX PKCS#11 Sample 1<p/>

<object id="LeCSignP11A” width="0" height="0"
CODEBASE=". /LeCSignP11A. cab#Version=1,1,1,1”
classid="CLSID:5F494C03-3D02-4E8A-8211-FBD51E1DF5B0”>

<{/object>

<button onclick="SignMethod () “>SIGN</button>

</body>

JavaScript FJH{LOH]

// #DE AR

function InitLcs(csign) {
// 1t (—EETETINIERLY)
if(glnitFlag == 1)

return;
try {
var iflag = 2; // 3B XML &R
var paths = “C:¥¥Windows¥¥System32¥¥onepin—opensc—pkcs11.dI1” + “¥n”

+ “C:¥¥Program Files¥¥JPKI¥¥JPKIPKCS11Sign.dl1”;
var ret = csign. init(iflag, paths);

if(lret || ret.substr(0, 6) === “Error:”) {
// T5—
ErrorAlert(csign, “#1#{tT5—", ret);
return;

}

} catch (e) {
ErrorAlert(csign, “fHlIsfT5—", e);
return;

}

// ERERLTh

glnitFlag = 1;

alert "#IEAIETET¥n" + ret);

// 0penSC
// JPKI
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JavaScript B4 FFOH :

/] BRAELT
function SignMethod (xades, debug) {

/] BRA T Y FIE
var csign = document. getElementById (' LeCSignP11A’);
if(lesign) {
alert("ELME . ATy FRIBITS—");
return;

}

// #EAE
var host, cpath, spath;
if (xades) |
alert ("[XAdES E & NEFIR]") |

xades = true;

i f (debug)
host = “debug://LcsXAdES. exe”;
else
host = “http://www. langedge. jp/cgi-bin/xades”;
} else {

alert (" [PAdES E & LIEELR]") ;

xades = false;

i f (debug)
host = “debug://LcsPAdES. exe”;
else
host = “http://www. langedge. jp/cgi-bin/pades”;

]
var sessionld = "AX0123"; // v 3> ID (BEH—nN\ty FENZZTIXREY F)
var hopt = 77,

i f (debug) {
cpath = “ —cert”;
spath = ” -sign”;

} else {
cpath = “/cert.cgi”;
spath = “/sign.cgi”;

}

var header = ”7;
var agent = ”7;
var hflag = 0;

/] D247 NERPEAL

InitLcs (csign) ;

var status = csign. status(); // SERRZEH %R

if(status 1= 1) {
alert("ICHh—FZBALTHLBEZERRIVEV Yy LTLESEL, )]
return;

}
[/ BIEFRE
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var ret = csign. httpSet (host, sessionld, hopt);

if(ret 1=0) {
ErrorAlert(csign, "BIEEZETS—", null);
return;

}

/] BRI

try |

//(Client) FIBAEENF
var cflag = 0;
var copt = ”7;
var cert = csign.cert(cflag, copt);
if(lcert) {
var lastError = csign.errorGet();
if(lastError == 1) {

/] ¥t
alert "EEBHZEMBE X v o tIL7);
return;

}
ErrorAlert(csign, "SFBAZEREBIS—", null);
return;

}
alert ("GEBHZEES cert = ¥n” + cert);

// Server) FIBAZEFH—/NIZEELELERNRT—FIE
var hashXml = csign. httpSend(cpath, header, cert, agent, hflag);
if (thashXm!l || hashXml. substr (0, 6) === “Error:”) {

// TT—
ErrorAlert(csign, "EFBAZ@EIETS—", hashXml);
return,

}
alert ("E4 XML¥n” + hashXml) ;

VAV IR |
var hash = csign. xmlGet (hashXml, “/LcsResponse/hash”);

if (Thash) {
// TS5—
ErrorAlert(csign, “/\v L a{EERBEIS—", hash);
return;

}

//Client) BZEERA YV Y K
var signAlg = CheckSignAlg (hash) ; // BR&7IT) XLEE
if(signAlg < 0) {

alert("/nw a4 XIT5—: len=" + hash. length) ;
return;

}

var sflag = 0; // Ny A {EDIEE

var sopt = 7,

var passwd = “7;

var sign = csign.sign(sflag, sopt, signAlg, hash, passwd);
if(Isign) {
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ErrorAlert(csign, "EBRAEEKIS—", null);
return;

}
alert ("EL{ELER sign = ¥n” + sign);

// (Server) BRABET—2 ZiE(E
var resp = csign. httpSend(spath, header, sign, agent, hflag) .

if(lresp || resp.substr(0, 6) === “Error:”) {
/] TZ5—
ErrorAlert(csign, "EBR&EBIETS—", resp);
return;

}

// (Client) #2 7 4018

var redirect = csign. xmlGet (resp, “/LcsResponse/@redirect”) ;
csign. term(0, redirect) ;

glnitFlag = 0;

} catch (e) {
ErrorAlert(csign, “HIstT5—", e);
return;

}

alert("[ERANEHLTI])

JavaScript flifh A >~ v K :

// TZ—%K
function ErrorAlert(csign, mesg, opt) {
var lastError = csign.errorGet();
var lastErrorAPI = csign. errorApi();
var alertMesg = mesg + “ :” + lastErrorAPI + ” (“ + lastError + *)”;
if(opt = null)
alertMesg += “¥n” + opt;
alert(alertMesg) ;

}

VARAY =R -V YA =W k=40 ): ¢
function CheckSignAlg(hexValue) {
var signAlg = -1, // ERROR
i f (hexValue. length == 40) {
signAlg = 10; // SHA-1 (20byte)
} else if(hexValue. length == 64) {
signAlg = 0; // SHA-256 (32byte)
} else if(hexValue. length == 96) {
signAlg = 1; // SHA-384 (48byte)
} else if(hexValue. length == 128) {
signAlg = 2; // SHA-512 (64byte)
}

return signAlg;
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2. 4. 4. LeCSignP11A.cab/PKCS#11 hix —#& API DI

FAHEH 7L ¢ bin_activex/test-pll-exec.htm

ActiveX 255 PKCS#11 RTANRNERIH L= AT NBHT T 74 2, PRCSHIL (2%t L
77ICH—FRRUSB F—27 N2 TI AT > NEBANAREL 725,

—~

AE -

I

I

HTML 5D« Z A FvEBHRZ o DHFER L param (T T

<body>
<p>LeClientSign: ActiveX PKCS#11 Sample 1</p>
<p>[ EXEC API execution 1</p>
<hr />
LOCAL debug: Need LcsXAdES. exe and LcsPAdES. exe pre—instal led.
<p><button onclick="SignMethod (' XLeCSignP11A-D") “>XAdES PKCS#11 SIGN (Debug)</button></p>
<p><button onclick="SignMethod (' PLeCSignP11A-D") “>PAdES PKCS#11 SIGN (Debug) </button></p>
<hr />
HTTP connection: Use LE Dummy Server.
<p><button onclick="SignMethod (' XLeCSignP11A" ) “>XAdES PKCS#11 SIGN (Remote)</button></p>
<p><button onclick="SignMethod (' PLeCSignP11A’ ) “>PAdES PKCS#11 SIGN (Remote)</button></p>
<hr />
<object id="XLeCSignP11A-D” width="0" height="0"
CODEBASE=". /LeCSignP11A. cab#fVersion=1,1,1,1"
classid="CLSID:5F494C03-3D02-4E8A-8211-FBD51E1DF5B0">
<param name="iflag” value=4096><!-- 4096=0x1000 (X T/\ v 5 2754 —>
<{param name="iopt1” value="C:¥Windows¥System32¥onepin-opensc—pkcsil.dl ">
<{param name="iopt2” value="C:¥Program Fi|les¥JPKI¥JPKIPKCS11Sign.dI ">
<{param name="sid” value="XID_00001">
<{param name="host” value="debug://LcsXAdES. exe”>
<{param name="cpath” value=" —cert™>
<{param name="spath” value=" -sign”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">
</object>
<object id="PLeCSignP11A-D” width="0" height="0"
CODEBASE=". /LeCSignP11A. cab#tVersion=1,1,1,1"
classid="CLSID:5F494C03-3D02-4E8A-8211-FBD51E1DF5B0">
<param name="iflag” value=4096><!-- 4096=0x1000 (XT/\v 5 23545 —>
<{param name="iopt1” value="C:¥Windows¥System32¥onepin—opensc—pkcs11.dl ">
<{param name="iopt2” value="C:¥Program Fi|les¥JPKI¥JPKIPKCS11Sign.dI ">
<{param name="sid” value="PID_00001">
<{param name="host” value="debug://LcsPAdES. exe”>
<{param name="cpath” value=" -cert”>
<{param name="spath” value=" -sign”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">
<{/object>
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<object id="XLeCSignP11A” width="0" height="0"
CODEBASE=". /LeCSignP11A. cab#fVersion=1,1,1,1"
classid="CLSID:5F494C03-3D02-4E8A-8211-FBD51E1DF5B0">
<{param name="iflag” value=0>
<{param name="iopt1” value="C:¥Windows¥System32¥onepin-opensc—pkcsil.dl ">
<{param name="iopt2” value="C:¥Program Fi|les¥JPKI¥JPKIPKCS11Sign.dI ">
<{param name="sid” value="XID_00001">
<{param name="host” value="http://www. langedge. jp/cgi-bin/xades”>
<{param name="cpath” value="/cert.cgi”>
<{param name="spath” value="/sign.cgi”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">

<{/object>

<object id="PLeCSignP11A” width="0" height="0"
CODEBASE=". /LeCSignP11A. cab#Version=1,1,1,1"
classid="CLSID:5F494C03-3D02-4E8A-8211-FBD51E1DF5B0”>
<{param name="iflag” value=0>
<{param name="iopt1” value="C:¥Windows¥System32¥onepin—opensc—pkcs11.dl ">
<{param name="iopt2” value="C:¥Program Fi|les¥JPKI¥JPKIPKCS11Sign.dI ">
<{param name="sid” value="PID_00001">
<{param name="host” value="http://www. langedge. jp/cgi-bin/pades™>
<{param name="cpath” value="/cert.cgi”>
<{param name="spath” value="/sign.cgi”>
<{param name="salg” value=0>
<{param name="eflag” value=0>
<{param name="eopt” value="">

<{/object>

</body>

JavaScript &4 EITDOH :

/] BRAELT
function SignMethod (name) {
alert("[” + name + "ELZNIEEIR]");

/] BRA Ty PG
var csign = document. getElementByld (name) ;

if(lesign) {
alert("ELUNE . ATy FREBIS—");
return;
}
// BRNE
try {
//(Client) FEEAZEE - AY > J)llLparan TETEY b
var rslt = csign. exec (-1, *”. “7. 7r mrowr oy oy
if(rslt <0) {

var lastError = csign.errorGet();
var lastErrorAPI = csign. errorApi();
var alertMesg = "EHZITS5— : " + lastErrorAPI + ” (" + lastError + ”)”;
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alert(alertMesg) ;
return;

}
} catch (e) {

ErrorAlert(csign, “flstT5—",

return;

}
alert("[ELNEETI)

e,
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2. 4. 5. XAdES &LEIRAERIBOFIA (V2.1 Fiikae)
244 7)1 : bin_activex/test-capi-xades.htm
ActiveX 12X % CAPL 2RI L7 94T v NEAL T T 7 A . Windows sEFIE X M7 OEANIZH
HaEEL . CAPTIZHKHS L2 IC 71— R USB h—27 2 T2Z 74 7 > MAZ T XAdES E44 05 7]

HEE 72D,

HTML 550f] « XA SV EBHRS VTR

<body>
<h2>XAdES O— A JLER [IE11/ActiveX FRERI</h2>
<hr />
<p><b>FHERETT : </b>
N—=FRAVHD )y TERAIVFZEET (Y av IDFEE) —
<input type="button” value="XAdES A— A JLELEIT” onclick="execSign() ">
pXb>A T a3y /b>br/>
<input type="checkbox” id="jpki >4 F>/N\—h—K/IC h— F&HE (F T7DIESILIHEZE
RE@OFA) <br/>
</p>
<hr />
<div><b> [GEBAERER]</b></div>
<div id="CTYPE">FEHI : </div>
<div id="CTIME">#ARE : </div>
div id="COPTI">A T a1 /diw
<div id="COPT2">A T 3> 2: {/div
div id="COPT3">#+ F< 3> 3 : </div
div id="COPT4">A T a4 </divw
<hr />
<object id="LeCSignCapiA” width="0" height="0"
CODEBASE=". /LeCSignCapiA. cab#Version=1,1,1,1"
classid="CLSID:2DB6008C—CF18-49C4-9CDC-1075B34414BE™>
<{/object>
</body>

JavaScript &4 EITDH :

{I— LE: £ APl EE JS CKEICIEEIDE) —
<script src="LeCSignlE11. js"><{/script>

I-— BHAERZEE S —>
{script type="text/javascript™>

//
// BHNEET(SERDEZEH).
function execSign() {

//
/] AT avl:RAFUN—h—FEEFI VY
var jpkitest = false;
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const jpki = document. getElementByld (" jpki”);
if (jpki.checked) {
console. log ("sE& : ¥4/ F/N—HhH— FIETE");
jpkitest = true;
}

//
// SnIRERLA.
var rc = 0;

console. log( EZAIERHIR:");

// HABERING

var GTYPE = document. getElementById ("CTYPE") ;
var CTIME = document. getElementById (“"CTIME”) ;
var COPT1 = document. getElementById ("COPT1”);
var COPT2 = document. getElementById ("COPT2") ;
var GOPT3 = document. getElementById ("COPT3") ;
var COPT4 = document. getElementByld ("COPT4") ;
CTYPE. innerHTML = *7;

CTIME. innerHTML = “7;

COPT1. innerHTML = *7;

COPT2. innerHTML = *7;

COPT3. innerHTML = “7;

COPT4. innerHTML = “7;

//
// TS5 oHrEZE IRTE Chrome & &7 Edge DA F|FAIEE) .
var agent = window. navigator. userAgent. toLowerCase () ;

i f (agent. index0f ( trident’) == -1) {
alert( RYR—bDTSHOHYTT, ¥nlE11 FFE-TLZEL, 1),
return;

]
console. log(( TS5 oHHEZ 0K );

//
/] BRA T PG
var csign = document. getElementBylId (' LeCSignCapiA’) ;

if(lcsign) {
alert "ELNE . TP FRIGTS—");
return;

}
console. log( A7z FEFZOK );

//
// BT FER/DEE (WBIR).
var initflag = LCSI_FLAG. LCSI_NO_FLAG; /] BT ST (T 4L b CAPI)

if (jpkitest == true) {
/] RAFiNn—h—F

initflag |=LCSI_FLAG.LCSI_CAPI_NOCHECK; // CAPI:ZEBAZF = w4 #& L (LCSC_CAPI_JPKI

FADA)
} else {
// BEBAEER

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.

47




7747 &4 V2 [ LE:Client:Sign V2

initflag |= LCSI_FLAG.LCSI_CAPI_ICCARD; // CAPI:#Z#t 1C h— F#FIMH

]
// initflag |= LCSI FLAG.LCSI SET DEBUG; /] TINyTE—FIEE
var initopt1=""; // #EeA TS 3 > 1 (PKCSH#11 @ DLL /SR %,

HEEEEZEXF, nul | FEEFT)

var ret = csign. init(initflag, initoptl);

rc = csign.errorGet();

if('ret || re <0) {
/] TZ—
alert( T5—(C +rc+ ") : §I#LTS—TY, '),
return;

}

console. log ("#1HA1E OK”) ;

//

// REBAEERTE

var certdata

var certopt
FEEART)

var certflag = LCSC_FLAG.LCSC_NO_FLAG; // REBAE:EIRT S5 (T 7 #JL ~=0x00000000)
// certflag |= LCSC_FLAG. LCSC_CONFIRM;  // T/8v 4 : SIBAZE 1 DDIFHE L HER

if (jpkitest == true) {

null; // EERET—4
// SERAEEIRA T 3 v (BBEZEXXE. null

/] RAFToIN—h—F (BEICA—FIZIIAMFoN—h—FELEEND)
certflag  |= LCSC_FLAG. LCSC_CAPI_ICCARD; // CAPI:4Z# ICh—KFzxzv¥H
alertCICA—FZtEy FLTLEEL, ¥n TEFE  PINADMEENEIZRTEINDGENDH
YFEF, )
while(true) {
// GERAZERGOT U F(cert) BT ICA—FDF vy EBFF
certdata = csign. cert (certflag, certopt);
rc = csign.errorGet () ;
if(rc == 0 && certdata != null)

break; /] BB TELOTIL—T%#KRT
/] BGTEhh-ot=
if(rc == -11) {

// ICHh—FRROMSHL (#EYRL)
var res = confirm(CICh—FKZEy FLTLEEL, 7);
if(res == false) |{
/] FrvotL
alert( ICh—FFzvohFvotiLEShFEL );
return;

J

} else {
/] TDHITS—
alertC T5—(C +rc+ ") : fEEAEMBITS—TI, ),
return;
}
}

} else {
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//

// SEBAZWEBa Y Y K (cert) 17 : BE DIIBHAEER
certdata = csign. cert (certflag, certopt);
rc = csign.errorGet();
if(rc 1=0) {
/] T5—
if(rc == 1) {
/] FrvotL
alert( SEBAZERERA A 7RI NF vy oILEnFEL, ')
} else {
/] TDMITZ—
if (certdata == null) {
alert( T3—( +rc+ ") : fEIAZERIBITS—TI, ');
} else {
alert( T5—(C +rc+ ") : SIAEMBIIS—TY, ¥n' + certdata);
console. log( SFFAZREB IS —:¥n' + certdata);
}
}
return;

J

}
console. log ("SEBAEEE 0K”) ;

//
// EEEREIEHRERGERE
var infoflag = LCSF_FLAG.LCSF_NO_FLAG; // #5832 % JSONFKXTRI (FI74IL )
infoflag |= LCSF_FLAG. LCSF_RETXML; // #£R % XML 2R TR T
// EEEAEIFEHRERSG (info) E1T
var certinfo = csign. info(certdata, infoflag)
rc = csign.errorGet();
if(rc < 0) {
if(certinfo == null) {
alert( T5—(C +rc + ") : ;EASFEHRIMIETS—TY, '),
} else {
alert( T5—( +rc+ ") : AEAZFEHWEIMIE TS —TY . ¥n' + certinfo);
console. log ( SERAZEEEHIMEB TS — ¥n' + certinfo);
}
return;
}
console. log ("EEBAEE#RENIF 0K™) ;

//
// $ERDEEH
var certobj = JSON. parse(certinfo) ;
// EAm
var ctime = "HiRi : ”;
if(certobj. from != null)

ctime += certobj. from;
ctime += "~7;
if(certobj.to != null)

ctime += certobj. to;
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// &5

if(certobj. jpki = null) {
. innerHTML
. innerHTML = ctime;
.innerHTML = "KK4& : ”
.innerHTML = “f45 : ~
.innerHTML = "4 A8 : “ + certobj. jpki.birth;
.innerHTML = “4¥fr: ”
} else if(certobj.

CTYPE
CTIME
COPT1
COPT2
COPT3
COPT4

CTYPE
CTIME
COPTT
COPT2
COPT3
COPT4

} else {

CTYPE. innerHTML = “F&%3I :

CTIME. innerHTML = ctime;
var info = "$17: ",

if (certobj. issuer.cn = null)

info += certobj. issuer. cn;

else if(certobj. issuer.ou != null)
info += certobj. issuer. ou;

else if(certobj. issuer.o != null)
info += certobj. issuer.o;

else

info += “CN/OU/O &L ";

“FERl <A FnN—h—FPKD";

+ certobj. jpki.name;
+ certobj. jpki. gender;

+ certobj. jpki.address;

regist = null) {

innerHTML = “1&5I : B SCEIBAZE",
. innerHTML = ctime;
.innerHTML = “}% A% : “ + certobj. regist. corp;
.innerHTML = “{%&R=& : ” + certobj. regist. name;
.innerHTML = "B& : ~
_innerHTML = “{¥fr : ~

+ certobj. regist. title;
+ certobj. regist. address;

—HREEEAZE "

COPT1. innerHTML = info;
COPT2. innerHTML = “7;
COPT3. innerHTML =
GOPT4. innerHTML =
}
console. log ("RERAE B v + 0K”);
//
/] BREE
var orgxml = "<LeTest><Contents [d=¥"TESTO1¥">";
orgxml += “<Data>Sign Data</Data>”;
orgxm| += "CARB>ABRTI/BARBE,
orgxml += “</Contents><{/LeTest>”; // BE&XE XML
var xflag = 0x00000000; // XAdES 2S5 %iEE(TI4I K)
var signAlg = 0; // &7 ILT) XL (SHA256=0/SHA384=1/SHA512=2/SHA1=10)
var xml = orgxml; // BRAXER XML
var id = "TESTO1”; /] BaXIE % ID $5E (Enveloped DB AIFZEXF. null FEEFR
a)
var xpath  =""; // BEAXERD XPATH 157 (FEBFICIXZEXF. nul | $EEFAD
var passwd = "~ /] BLEBE/NR T — FIEE (PKCS#11 FIFARFIZ PINfEE. HEEEFZE

XF., null AT
// XAdES-BES &£ k3~ > K (xades) E1T
var xadesXml = csign. xades (xflag, signAlg, xml, id, xpath, passwd);
rc = csign.errorGet();
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if(rc 1=0) {
i f (xadesXml == null)
alert(T5—(C +rc+ ') : XAdES-BES £ 5—T9, ');
else
alert( T5—(C +rc+ ") :" + xadesXml);
return;

}
console. log ("XAdES &Rk 0K”) ;

// saveXml (“xades. xm|”, xadesXml) ;

var host = “https://dev. langedge. jp/”;

var sessionld = “DUMMY”;

var hopt = 0x00000000; // HTTP@IEZ 54

var ret = csign. httpSet (host, sessionld, hopt);

if(ret 1=0) {
alert CHTTP B{EEEET ")
return;
}
//
/] ERDOT v TO— K (/signemd/up (FEIELE-HNBEZZFDEFIRT)
var spath = “tom/signcmd/up”; // B¥ERX k.
var head = ""; /] AT arv~AySiEE
var agent = "7; /] A Tar~yFTiRE

var hflag = 0x00000000; // HTTP@®IEZS 4
var resp = csign. httpSend(spath, head, xadesXml, agent, hflag);
rc = csign. errorGet();
if('resp || rc < 0) {
/] T5—
alert "HTTP @IETS5—");
return;
}
console. log ("XAdES 7 v 70— K 0K”) ;

//

/] BERORE (FTXR)

alert(resp) ; // R EYBHZT xades T—R % alert R
//

// MIBEERT
console. log(( ZZLMNELRT: 0K );

}

{/script>
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3. V3472 MUEE : EL&a<T 2 K (LE:Client:Sign)
AL N URL AFxF—LE2FIH L72EA a2~ R (LeCSignCmd) 137 74 7 > hESA V2 b4
R— R SNTEHWETH D, BLL T~ Rid ActiveX 77 7 A L EE VAN T aE R L LTHEITESND,

B o~ RIXFETHRICT 7 7D JavaScript & WebSocket #8535 Z & TRI#IEI TS D,

3. 1. BEKav 2 FECa—IL

BEre EVa2—)V A (TR
JavaScript API LeCSignCmdWS.js LeCSignCmdWS 7 7 &k, | ¥— S HIZHdE

B4 o~ RFEIT% WebSocket
HEHL, BA 2~ RORA
A — /Ui H AT RE,

B4 a~ 2 FAK | LeCSignCmd.exe AL URL AF—AHIZED | A A =TT
LeCSignCmd 7 7 AL RO | A&
b,
A A M—=T LeCSignCmdSetup.zip Forua—RHO ZIP 77 AV | ZIP 77 A V%
LeCSignCmdSetup.msi | &4 > A M=KKD MSI 7 7 | — N EICEE
A NV AR

LeCSignCmd.exe DEE & |
VYA RNY ~OBEEIT,
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3. 1. 1. BZQav kAR =5

FHa~< FA A —T1% LeCSignCmdSetup.msi 7 7 A /L & 720 £9°, Z L% Edge/Chrome
THEHEX 7 a—RRLEL9 ET25 L BERFIRINMHRIZIZA VA M=V TEEHAL, 2D ZIP
7 74 V@ LeCSignCmdSetup.zip & L TH¥ U or—RT5K51CLFET,

a COEFOI LG, I :l_';‘_|:F=ﬂEEﬁ:§—EJ-EE|$J: 25 Sl
HUET. ENTE LeCSignCmdSetup.msi ERIFLETAT?

JEHESE - msi 7 7 A NDE T 1 — REEOEE (Hf )

LeCSignCmdSetup.zip

1L EREL

HESE 2 zip 7 7 A VDX T o — REFOEE (B R EE)

B a~vw RA A —71% LeCSignCmdSetup.msi 77 A VA VA RM—LTHT77A)LE L
VARVIFLLT R £,

OAVAI=NLT7AI)

A VARM=NT AV LeCSignCmd.exe

A VABR=NTFNLE (FEYE) C:¥Program Files (x86)¥LangEdge¥LeCSignCmd

OAVAP—=NLVTRRY

Registory Path Name Value
HKEY_CLASSES_ROOT
lesignO1 (Default) "URL:LE Client Sign Protocol"
URL Protocol "
DefaultIcon (Default) "[TARGETDIR]LeCSignCmd.exe,0"
sheel¥open¥command (Default) "[TARGETDIR]LeCSignCmd.exe" %1"

¥ [TARGETDIR] 1314 > A N—AEF oL 27 Y

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
53




7747 v ME4 V2 [ LE:Client:Sign V2

3. 1. 2. BZaT FKDA R M—ILFIE

1) RA VA h—/LEEZ LeCSignCmdSetup.zip # ¥ Voo — R EHE £,

rc = await cscmd. connect (port, waitSec);
if (rc == LSCERR. CMD_NOT_REGIST) {

// BRAI Y FHARBHFEERA A=),

window. location. href = ”. /LeCSignCmdSetup. zip”;

alert( A VA F—5%4920—FKLT, 274 ILERWVTA VR F=ILLTLEEY,

")

v nm— K JavaScript

l ZON-JORE:

I5-(-1) : ERIV/FEIVARILLTESL.
| AVAR-SESTYO-FLETOT. TP IV ERWTA YA =LL TGS L.

-1

KX a— R alert

2) LeCSignCmdSetup.zip # % V> 12— RLT 77 A4 V&L 23T,

LeCSignCmd5Setup.zip

174 I FEHL

zip 7 7 A VDX Y a— REOHEE (77 7R FE)

i LeCSignCmdSetup.zip — O %
4 8« ¥ 5 LeCSi.. v O O LeCSignCmdSetup.zipDi&=
A & B &8 R4

# P49 TIEA _

W ST I ﬁ-‘ LeCSignCmdSetup.msi 1--".fi|Idcu\-5 A YA —5— JTir—3 1127 KB

TAYY

4 Fun-F

R FINI Y vT

=| E9Fv ol .

1EDEE 1B0EEEENR 126 MB =

B 7 27 0 — 5 i

>

FEIZEFA 452 ONICLIZRICT v A v A =L L7=54121 CMD_NOT_REGIST (i &

RV, ZOEAEIFHIELY T e — RLTLEE, 13238, B a~vy RETOHE] 2S5,
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3) A AM—TINETIND,

15 LeCSignCmd — pod

LeCSignCmd Tk FoF D4 —FALDICE o

AAL=5—4 LeCSignCmd HA AL — LA DI CEEL FIFETLES .

CORG L, EHUER OB LIRS LUER SR C LRSS T, oDl SR
%?%g}:ag&%%ﬂﬁﬂgﬂbt% EHTTHERE IR T L. FFRORTLETOTD

oLl < BB

A A h— 7 EE

4) A VA M=)V THNVE—DFERN TT 3 NVFEERT S, (R EEOF F)

15 LeCSignCmd — pod

AVAR—)L T3 )L E—DRIR .

AL A =2 LRI A —~ LeCSienGmd F1 22— ILLET,
O A AT = LRI D R GEATEI U DU TR, b RO DA LA — 1 202
I F R, FELAEAN TN SR EI L LTI

Do)l —(Ek
|O:¥Program Files (x86)¥LaneEdee¥LeCSienCmd¥ SE2(R)..

T AAHRE(D)..

LeCSienCmd BIRIEDD —H -, FEIATOI-H-RBC AL

OFATH2—H—(E)
® Zm—H—DAM)

oLl < BB

A VA M=)V THNH—OER EE
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5) £V AM—ILOWREZLTA LA M=V EZEITT 5,

15 LeCSignCmd — pod

A2 A — )L OTESE m

LeGSignGmd F-1 A — )L 23R TEEL.
L3 o AL TA AL — IR L TS

R

L Felel || <EHB

A A b —)LOHETR HH

1390d.msi

FERREHMEITIT: LangEdge, Inc.
TPANDAFES: Z0IVE-7-EON-F F3147

FHEEDR

-
=BT H v Ml 7 7 AT AT
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6) £ A=A NET LET,

3.

1)

15 LeCSignCmd

A A= I TLELIC,

LeCSignCmd | FIELCAT A —ldhE L.
#HTEaI03. [BAUD1FS oD TSR, .

FplzI < R2E

A A N—)VDFET M

1. 3. BEBRATU D7 A VR M—ILFIE

ED [T 7V EHgRE) Wi A BV T TLeCSignCmd| ##9,

¢ mE

-k

)

.,

| e RE

| REDER

J LeAsn1Xmi

77

£ Tk

= BE07TY

fn B S AP LY T P

j LeCSignCmd

N Microsoft .NET Core 1.0.1 -

(=

5.64 MB
2019/12/03

2.19 MB
2020/08/03

TE FIAIAR=N

SDK 1.0.0 Preview 2-... 170 MB

WEDT 7Y LEERE W
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2) LeCSignCmd] @ [T A A h—)v] ZFITT D,

< BE - O b
g T HERE
@ -k ) BE
E Al LeAsn1Xml 5.64 MB
| HEDER ’Dl 2019/12/03

) ZOT7 T EZOEEEEAT IV AN-ehE
L) LeCSignCmd 3
<3

1.0.0
| i 7oveme |

= BEO7TY

Microsoft .NET Core 1.0.1 - SDK 1.0.0 Preview 2-... 170 MB
| I

fn B S AP LY T P

T LREBE EENST A A M=V B ELT

13911.msi

e EHDEITI: LangEdge, Inc.
TPADAFES: Z0IVE-7-EON-F F317

FHERT

=T Ty M OT 7 ' AT A

-k Tju t%ﬁé
T - JPKIFIAZEYIH
| REORR pl 2019/12/12

77) WSl LeAsniXml 5.64 MB
IS 2019/12/03
I = TIUbie Microsoft .NET Core 1.0.1 - SDK 1.0.0 Prev... 170 MB
IS 2019/12/02

= BEEOFS
Microsoft .NET Core SDK 2.1.509 (x64) 478 MB
L e e I 2019/11/19

T oA VA N=IVIED T 7Y LEERE i
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3. 2. EZav 2 FMBA—H VR

EA a~r NTEIETRICHBIA Y A F—=ADMTARWBIC, FRNCA VA =T Z2flioTA R
F—/L (exe 7 7 A /VOELE & LU A U BEK) Z1To CBLMERNH L, B~ FEAMTS
(213 JavaScript 74 77 U (LeCSignCmdWS.js) ##H 3 5, LeCSignCmdWS 7 7 R & 4 fk/#]
H{E L C connect IZX W EL o~ FasE7Takv AL LTHEIT L., WebScoket i@1E DA 1T 5,
Z N LI% 11X WebScoket #1512 & 0 [FIHIAIIC AP 2347 C& %5, B4 2~ NIXFATRICRATHRICH
L7 70V EBT 4V R ELTE—FNY 4 RUERTT D, ZHICEVFETHOT T 7 FHEAE
ZEEIE LTV D,

B AT RTUIAT » MEAEFIAT IR E <t (17 & #0) - ERIERAG (B4
v ¥V afHER) - BAMEE (BAMEOIAL) - T O 4 BB LENTR D, ZOMIC—ED
HTTP #15 & . XML &2 X 2@ EARLE (Bvy v a v ID EIEROZITEL) NME L7225, HTTP
WELBENEIIARAZ A ANRUERT— AL HDTEAHH, TR TAT 2 FEAHITBWTIL,
HTTP #15 & XML fi#t o> APT ZEBHEHE L T2 O THAG LY TRIRN AR L 7o T b, £/
MEOEE XML bHELTEY, 2R 6MAEOBEFIRZ 1 >O—FEFEIT API THIMT5Z & b A
Lo T D,
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LB N R 85 API | —¥#5API | AL (—F8)
FAT & i connect Bhavy FOETEER (KNEA)
HRBAFAT I [ exec | #EBALV—AEEORS (%BH)

AERA LS cert l FEFAZEORS CXNH)
SEWIE HTTP &S | (attp) | L % APT G XML O(E/HE (47 a )

I PAIE sign | | | BAEOHE x4
- — —4F API T3 H XML OS{E/H4E (7> 2 )
FAMRHTTR IR | (http) ! S ISE L LT 44 Lo RO ST,

. terminate Bl o~y FOKT LGB (CXMAR)
% A APL %347 LAV L BA a~ o FIET L,

7747 v MUOKRHEFNERE (EH =~ F)

17— 5L TO XAdES-BES A kO FNE (Ver2.1 LA -

KLEENIR &5 APT | JLEEEEHE (—F8)
FAT & Bifi connect |E4 I~ FOETLER (XKA)
RIERE BT cert FEAZEORE CXEH)
AIE AR RIS (info) AEAZEEROBSG (X723 v)
XAdES-BES %4800 (xadd) Detached/Enveloping E4 xR OB (A7 = )
XAdES-BES £4, xades ELXMEOFE L XAJES-BES OAR (GX4%H)
o B4 7 XAAES-BES [F#HOKRE (7 a>)
XAAESBES 2 WD) | s ol B 72 IR IR
, B o~ FOKT L8 (CX%A)
T teminate . B i
M OARAPI AT LWL FEL 3~ FITT LRV,

7747 v MUOREFNAHE (B4~ R)
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3.

2.

7594 JavaScript

1. —#EAPIRIRY—7 2R

7747 v ME4 V2 [ LE:Client:Sign V2

exe T ILOEREBLL YA MER

H—)\: P/XAdES-Lib

BBV VAR5

waa%IDEHOE
. w23 IDEDIEE I B2 EEAR
JavaScript®APIIR{H
(AT RER LECSigngmdwsljs EITAICT SV HBIHEIIT
75 FIET
PRILURLRE— LTRSS OI0T TOTRTHD.
| connect() | WebSocketigis AhER: LeCSIQnCmd
T 2 T B
SRy D SR | e H—)TEOE{EIC
EiTE v 3V IDFESIHIEE N exec: BRMIPET !EEXMLIEfﬂﬁo
(FPALE) —
PSS .24 N cert: AEBBMIR | ——
oecommgammiT || fp—— i iucia i BEHT ST |
exec() | S3sco (BEAEM) & http: ZEBA®IX(S T REG - BRHSR Y 2{ERET
1% BABROLIES.
BEEH ign: :
% WebSocketiBl{E%#IF. | sign: BE&ETE | {r95391D/
e B&fE —
| remsmze [ mamwrszeommizs |
L) l WI1LIHE)

terminate()

VIALOHEA T

-

terminate: BRIV FET

3.

ETOAPIIURFHETIHET
2 (EIFAEIT) 83

PR ERT ‘

HALAILTBME (AT3) ‘

Ehavr N —fEAPIFH Y —7 v 2K

7594 JavaScript

2. 2. EAAPIFIBYS—7 2R

H#—)U: P/XAdES-Lib

BRIV (VAR5

exe P ILOEEEL SR ISR |
N |
w3V IDFEDIEE I
VAU ﬂi‘&asséﬁgfﬂgﬁf ETRICTIOThENEIIF
I NAFLURLAF— A TET FOEEIOTAPOTETED.
| connect() WebSocketiZ#: 448B: LeCSignCmd

B2 EELER |

FEE-BEAR S UIEET |

 CimE gl cert: FEBA®EIR |
ty>3 ID/AIBA® — |
— J\wafE i
vy A =I sign: BAAEE |
Ly ID/BHE = |
— (LI i

VAL IHIAT 3>

¥

terminate: B&IV 2T |

B2 {Etyt BAPDF/XMLER: \

FTOAPIIUBEETIEET
&0 (FHEARIT) &35

IIBHERETOR ‘

SALRISTENE (AT53) \

B o< RN AR APIFIHAY —4~7 v AKX
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7747 &4 V2 | LE:Client:Sign V2

B a< L ROFEITIZIX connect ® API #F|H9 %, connect Tix B4 o~ NET) & [FEFT
EN=EB4 o~ K& D WebSocket #f5t] D 2 DMNFEITEN D,

2020 £ 10 A1Z Edge/Chrome @ 7 +— 7 ABEOMHEREE R H D . 2020 /F 8 AV V—A LT

B a~y FEFOREMEZ 2L Moz, BRI T ORI,

A —HAT T DA R FREEEINpVMERRIC o T & 72 D,

alert CEATHEGRIFIZIZ Y

PHERRICB T, B4~y ROFEITICRII LIZGEDOAR T+ —H AT T MZXO A VA F—b
BHDWERTEDLN, BL A~ RRRA VA M= LEL a~ L ROEITZ T —DORBIDMT DR
VN, FHLEE O 1T LeCSignCmdWS.js D AN Z DA TH Y B4 o~ FEKIZZTOE LA T

% 50
Ver 2.00.R2 Ver 2.00.R2a
3.3.2. connect D E{THFDIREE
nn RATRE ORI 2020 ££ 10 A LAAT 2020 £F 10 A LAR: Hrilk
S 20 34y z
St oA e 3< iz
CMD NOT REGIST CMD_NOT REGIST
20 P LINIZ
OK %9 < NO_ERR OK %9 < NO_ERR
AAR—NE |OKEZ Y v 7 - -
FINOFETHR | v oL E s ) v s 20 %N OK 7V » 7 1%1C

FATRZERR | D, 20 BLLERERIC
OK%z27Yv7r

20TV v 7T
CMD_CONNECT_ERR

CMD_NOT_REGIST
X =T — LRI

I N - ¥ Y N ¥ A o] B P28 9°< NO_ERR 9°< NO_ERR
Ver 2.00.R2 Ver 2.00.R2a
3.3.3. check OEITHEDIREE
RATR ORI 2020 ££ 10 A LLAT 2020 £F 10 A LAR: Hrilkk
S 5 1344 z
et oA e 3< Wikl
CMD NOT REGIST CMD _NOT REGIST
5 FPLAINIZ
OK %7 < NO_ERR OK %9 < NO_ERR
ALVAF=IHE|OKET Y v - &% -
FINOFETHR | v oL E s ) v s 5% 0K 7 U v 71T

AT RIERR | 2 b LU EREEIC
OK%#7 U v7

SR VIV Jie
CMD_CONNECT_ERR

CMD_NOT_REGIST
X =T — LRI

A VA D=V ER IO TR A

4 < NO_ERR

4 < NO_ERR
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MEATHERS ) REIC TRREMH T o7 7Y CZoEO Y 7 2 2 L2/ T5) T v
IRy A% ONIZLTHEITT D L, REND [FATHR) OX A Tr 73R rasnT., BHa~vy
ROFATIZCK Y 74— AT 7 b T 5, NEICFFAT %) REBOMERIZE L TIIRS—I2 T,

BEET o7 7 CZOMBEDOY 7 2R Z L2 FEICHFAI T2 4—EONILTL L&, £
DOIERILT 7 7Y (Edge/Chrome) DRET 7 A WMIIRIEEND, ZDBICEL I~ ROT A v
AR =L TIXZ OIRREEZRIRT 2 Z LN TE RV, PLTICHBRFIEIC DWW TRHT 5,

1) REE@EH»OMHRT D  REAEH»DY Y R

@ Edge | edgey/settings/resetProfileSettings

BEOUEY

INICEY, AF-HpPuT A=, LWIT A-J, BRIV
2 EVROSNRETHVEYRENET. R, TATOREE
RENERMIRY, Cookie BED—BNET-INIUTENE

T BRI JIE. BFINLRT-FIRIUTENEEA.

Feoel

2) BREIT7AMILEHREL TEANRRT S

AR C:¥Users¥[1 —4 £ ¥AppData¥Local¥Microsoft¥Edge¥User Data¥Default
T74IL4% : Preferences
P TF¥FARITAITHREILURLARAF—LEEZRRLTIS T % false [CER

{"allowed_origin_protocol_pairs":{"file://":{"lcsign01":true}}}
| YUTFICER

{"allowed_origin_protocol_pairs":{"file://":{"lcsign01":false}}}

X file:d] DEDZIEHA FBELT D,
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3. 3. EZ£a<7 > FFAAPI

7747 &4 V2 | LE:Client:Sign V2

AV v R4 DAY | o .| e R /4
o= R
constructor ) | O L BN AT A IR ZH o< FAPL 7 5 A
LeCSignCmdWS D £ % & w1 k%
EEZAT D
connect () O e BALHAT U RETE | BAa~ U FedTLT
WebSocket ##t WebSocket (2 L 25 & 8 5
check () — PEfot Bhavy NEFO | BALa~vr REETFLTA VA b
HEAT D —IEHDNE D INDORERZAT 9
cert () O API 8¢ | REF A AEDIE 2 R L TS %
info () — API B2fe | LW EAE WIS RERH & 2 MR L C IS A IS4 %
X Ver2.1 LV HAR—1
sign () A API B5fie | B4 EFR BAHEEHAET D
% sign(Q FIAREIZ T xades( (3#
Hign
xades () A APT #5¢ XAdES-BES 1% FBE S 7=xt%12 XAJES-BES &
4 ufE L TERT S
% xades(O FIFIFFIZIX sign( 136
Hign
* Ver2.1 LV #KR—F
terminate () O API &t | BA A~ FET BhHa~v U ek TT5
% terminate() % EIT LRV ERK
TLRN
errorGet () — FIF LW | =5 —(HEE cert/sign % API ® = 5 —ff % /5
(JS API) T%
status () = API B3¢ | IC 77— RIRREHUS | IC 1 — RoRREZ B % (ki %
Gae)
version () — API 8&fe | "=V a UFRAUE | B a~r Fo—Da UFlRE
BG4 %
http O — API #%¢ | HTTP/HTTPS i3 | HTTP/HTTPS @15 % £171 5%
pxml — API #5658 | #hE XML fighr Y — A OM A XML % fi# 42
exec () O API 85t | — 54T cert/sign & HTTP/HTTPS i&1E % —

LT

7IAT v hEH—FEHav FAPL -
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. constructor : &£ B/#HE1E

Hiae

constructor : LeCSignCmdWS # S AMaA VR FS4 4% : FIHAIRTENDIETE

JSAPI 1%k

constructor ( initflag, initoptl, initopt2, sessionid );

1% |1

#fE ML TSY  BLAT U RICESNETSY
0x00000000 LCSI_NO_FLAG A< 3> %L (CAPI)
0x00000001 LCSI_P11_USE  PKCS#11 F|A (initopt #47H)
0x00000004 LCSI_SET RETHEX HEX X F35| THER %R
0x00000008 LGCSI_SET_RETB64 Base64 X F3I CTHER %R
0x00001000 LCSI_SET_DEBUG TNy T E—FIEE
0x00002000 LCSI_SET_LOGFILE B4 774 JL(initopt2)

0x00004000 LCSI_SET_LOGADD AYJ 7745

initflag

X735 A7 av  BELGEWVMESE null TRWL

PKCS#11 : BEFIADDLL 7 7 4 JLD/NR ZIEE Al AE

CAPI : s&M® IC h— FEREZHEERIAE CAPI #H 72

AT 774)L : IEERIL initflag=0x00000 (CAPI BEFdD#A)

X EREEREIRTI—FM¥n]Z2RALTETFS

initopt

X5 initopt2 initflag [ LCSI_SET_LOGFILE &z rEEICRT 774 )LD/

AEHEES S (HEEEE null $57E)

X% | sessionid WE XML EE G138 Aty arID #iEE (BB

null ¥5%€)

RY{E

LeCSignCmdWS 2 S AMDA >3 VA %IRRT

PKCS#11
A2

MEALT ST -

0x00000010 LCSI_P11_FILEDLG Z7A/LFa4 7RI TdllEE
T3> (PKCS#I1T K54 /30 DLL $83E) :

X initopt ICRIER 1 DLLEDDLL 7 7 A LR DIEEMNBE (NULL F7])

CAPI 2

MELT ST -
0x00000100
0x00000200

LCSI_CAPI_ICCARD
LCSI_CAPI_NOSTORE

BEICHA—FUKI/BFELAFIDFVvIHITD
&8 A Windows SEFAZERX F7ZEF T v LAY
0x00000400 LCSI_CAPI_CHKEKU  EBEEFA & S/MIME A ZBRHY (HRRF— k) X
0x00000800 LCSI_CAPI_NOCHECK ZEBAEF = v - % L (LCSC_CAPI_ICCARD & FIFR)
> LCSI_CAPI_CHKEKU TIILA T DILRF—FRZEDIAE LN TS (V2. 1.R2 D)
At H :0ID=1.3.6.1.5.5.7.3.1
92547 > FEBEE - 0ID=1.3.6.1.5.5.7.3.2
BEFA—ILDREE : 0ID=1.3.6.1.5.5.7.3.4
AT7ar GBMICH— FHREDIETE) :
var cards = “24:-1:0:JPKI Crypto Service Provider for Sign”;

(S/MIME E%& )

V2.1

> LCSI_SET_RETXML (0x00000002) [ZBElLEh T T4 JL FEREA XML 2RI K 524>
f=o LCSI_SET_RETXML [F5E L THLE BN 5,
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> LCSI_CAPI_NOCHECK (0x00000800) A%iEhDNENiEFERFIZIE constructor TIXFEEAEF
T Y IIF—ThiE0n, ZDORKHY cert IZT LCSC_CAPI_ICCARD (0x00000100) #i5
ELTICA—F (RAFTUN—HA—FEECEELICH—F) OFzvI%ET,
INIZEYD—FREBABOBF = vy LN TTREL 415,

> V2.1.R2 12 L T Windows SEBAEZE R k7 D CNG e X DIBZHE (BL ) (CH G LT,
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3. 3. 2. connect: BEZO<T Y FEITE EL
Hae connect : EEIOAT Y FRITLIER : BRI FEETTL T WebSocket 5B{E THEME
JSAPI 4£#% | (int) await connect( port, waitSec, cmdSec );
Sl |1 | #E port BX a~< > K& D WebSocket #3512 5 R— h& =
¥ OLLTF2 b7 7 4 /0 hikiE 50000 & & 72 %
2 | ®E waitSec B4 2~ RE O JavaScript Ml OB KAF B REF O E
X OUUTROLT 74/ hRE 200 L7225
3 | HiE cmdSec Bh o~ REDBELa~y MO R KDL OEE
¥ OOLLTRLT 74V NRES R ERD
RY{E & Yoefl: =7 —38hots /| ~A T Al : =7 —ENKD,
CMD_NOT_REGIST (-1) :
B A~ RRRBEO RS U CRA A F—/1).
CMD_CONNECT_ERR (-3) :
Bh a~ s ROBfEHEHII R LTz
B BIH) » 7T A X— MR AR R — M & 51E 49152~65535 &L 72> T\ D,
5 BA vy RIZFETSTH D WebSocket £2fE & T emdSec 5, Befit S 4170 -
e A IIERA VA M= T 5, #HHFHLTITITY 4+ FURERRSND,
55 CMD_CONNECT_ERR (272 % 7 — AL [FATHERBL A T V¥ v o) [F1T7HE
REA T 17 % waitSec LA Bk LTI 2 FAT) MEICHFAIFEARICT A VA h—
V) DI RE—=BBYET, FELIL 1328, BAa~ Yy RETOHE] 251,
3. 3. 3. check: ELaAV KA VAR F=ILFzvY
Hae check : EBZATY U FA VR F—IFz vy : BLAT UV FEETLTHRT S
% connect ZESMhH YIZFIRAT %,
JSAPI #£#% | (int) await check O
518 =L
RY{E B Pufli: =5 —3Eho7 | ~A T Al . =T —EPIKRD,
CMD_NOT_REGIST (-1) :
BH v RPRBEOEENED D CRA A h—)L).
EXEC_CANCEL (-2) :
T UV OFEITHRE XY oL
&% B < FIZETENDENA A M= DO E L DOBEITIET ITkk
T4 5%, terminate DOV UIEAREE,
kS JavaScript 226 LY A MU OF = v 7 BPHKRWAIZ BIEFEA 2~ REFATLR
WEA LA N—IEBTF = v 7 PITATRUN,
£ Edge/Chrome OHARZEHIZ L W iEER A A b —FEHAT = v 7 IZHEERZR D,
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3. 3. 4. cert: iIBAZEWM#E
Hae cert : AEAAEMIE : BRICESHAHRELEIRT S
JSAPI 4% | (string) await cert ( cflag, copt );
Sl# |1 | #E cflag MBAE DS HEE
0x00000000 LGSC_NO_FLAG AT avEL
0x00000001 LGSG_CONFIRM SIRRE 1 DDIGFE LHER
2 | XF5 copt AT ay BT HIHEIFNILLIEE
FAT HEAELFIRT 5 (RYHR—b)
RYE XF 5 EEH
IR L-FEBAE D X. 509/DER #2734 F 1) D Base64 XFFIHIR S
3 LCSC_RETXML {5ERF (33 B XML X T:R S (4.1.1. SH8)
T5—FF:
NULL A%:R %
Al errorGet () DFIALATEE
¥ I5—B(CIX terminate ) AMEENEBER T FIXKRTT 5,
PKCS#11 AEHET SV -
e 0x00000010 LCSC_P11_ALLCERT CAIEAZ 1L ESHETHIBAEERT
0x00000020 LCSC_P11_USEPIN ny4> (PINRE) #LTHA (PKI %)
73> (LCSC_P11_USEPIN 5ERE) -
opt IZPIN XFFIDIEEHEE (NLLIEETHRESY 4 7EY)
CAPl 2 |fIAEDSY .
0x00000100 LGSG_CAPI_ICCARD ZEICH—FUPKI/BECAE)DF VI 1T
EHER -

BE(TFHAME (contructor) BFICEEEAZEX IC A— FDF v I 1750, #IHAILES
M 75 %12 LCSI_CAPI_NOCHECK (0x00000800) %359 5 & T. cert MIBAET S
%7 LCSC_CAPI_ICCARD (0x00000100) Z#EJ 5 _&ETICH—FDF T vV Z1TZ %,
LCSC_CAPI_ICCARD L 7=@IZ LCS_NO_CERT_ERR (-11) &5/ EIZIE IC h— FAHEA
SNTLVELY,

AERAEEINEE :

ARASOER

ELCARTHIASHRRL TR (eS| BiTE)

0401010000002-miyachinaoto / Registrar of Tokyo Legal Affai

LangEdge,Inc. [/ Sectige RSA Code Signing CA

Macto Miyachi / NII Open Domain CA - G4
LE Test2 100012 / LangEdge CA Root 01

LE Test2 100013 / LangEdge CA Root 01 EIEEE %E*R%B

jtest / jtest

% V2.10.R2 & Y SR 7RI
LR F—FHEDRHEMN
gﬁﬁ%ﬁﬁrﬁfmﬁg LEA] } %hlii%a‘t?‘ B3&5I12K

{78 LangEdge CA Root 01 = — ¥
FEZIEART: 2018/04/01 ~ 2023/04/01 u¥ﬂi§§ I~ I:II.5
SUPIL: 10 00 12

271,

sErr. | ok | #wa |
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3. 3. 5. info: GIBAZFEHRIG

e info : SEBAEIHMING : AIPAELMITL THRREMGT D
JSAPI #1#% | (string) await info ( cert, infoflag );
Bl% |1 | XF5I cert fRHT9 ZEEBAED X. 509/DER AL/ F 1) O Base64 XF 5

X cert RYMBEDHME XML ZRXDIEELAIGE. DF Y cert DR
YIEZZFDFE EIBEEFRE,

2 | s infoflag | 1757 :
0x00000000 LGSF_NO_FLAG AT aEL (JSONRL)
0x00000001 LCSF_RETXML XL X THEHRZERT

RY{E XF 5 IEHEE

BEIR L F-FIBAZ DIFEH A JSON XFFI TR S

3 LCSF_RETXML 5 ERF(F¥H B XML i2X TR B
IS5—RF:

NULL A%k %

Alli& errorGet O DFIAE ATRE

X I5—BFIC(E terminate) AFFIENEBRZ I FIERTT 5,

i 2 RYETERSNDEROMKT T8 2. EAEREHR—EI ¢3H
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3. 3. 6. sign: ELEHE
e sign: ELEHE : EREERITLTEREZRY (ERIOBIRFAEZZFA)
JSAPI {£#% | (string) await sign ( sflag, sopt, signAlg, data, passwd );
5l% |1 | #iE sflag BRISU  HEEH
0x00000000 LGSS_DEFAULT data [C/\w L a{EZIETE
0x00000001 LCSS_TDIRECT  data IC®&RBFZEIEE
2 | X535l | sopt AT ay BT HIHEIFNILLIEE
FAT HEAELEET S (RYHR—F)
3 | #E signAlg | &7 TV XL :
SHA256=0 / SHA384=1 / SHA512=2 / SHA1=10
4 | X3 | data ELXNRT—4H : Basebd XFHNT/NAF JIEE
LCSS_DEFAULT B = ZERAXERD /Ny L a{EZETE
LCSS_TDIRECT B = BEAXMRBEHZHEE (v a1itES)
¥ REICEADLLT 1 XFEN < THLIEHRBED/NY > (B
XML #2=X (LCS_HASH : 4.1.3 #5H8) & ¥lEr9s 5,
5 | 3X=¢%| | passwd | PKCS#11 :
FMANRRT—FEE NLL O5EFEETS—)
3% LCSS_P11_PINDLG 58RI NULL fEE THBESF A 705
CAPT -
KEA (ICH—FFRRAFIXFSANITEA 70T %K)
RY{E XF5| | EEEH
BEIRL-ERED Basebd XFFHNT/NAF1JHERD
3% LCSI_RETXML 5 ERS (I3 E XML fi2xXTiRS (4.1.3. &)
IS5—HF:
NULL A%R %
Rl& errorGet () /errorApi O DFIEL ATHEE
X I5—BF(C(E terminate ) AFFIENBR I FIFERTT 5,
PKCS#11 E£I7357
R 0x00000010 LGSS_P11_NODLG passwd AN NULL DIZFEICT S —IZT B
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3. 3. 7. xadd : 4% XAJES-BES ~DEZ R RIENM
e xadd : &4 XAJES-BES ~MDE & XIRIEN : Detached DB
(BHEMVHT C & TERDEL XN REMD AT HE
JSAPI {£#% | (int) await xadd ( type, id, fname, data );
SIE |1 | #UE type XAdES x4 REHNFER
0x00000000 LCSA_DETACHED Detached iz =X TXI R Z#3E M
0x00000001 LCSA_ENVELOPING Enveloping =X Txt&R % BN
Enveloping MBI IRTER X
2 | X=F5 | id ID XFFxtEE. BT, #l : "DETO1”
3 | XF35I | fname T714ILVREETE
Enveloping BFIZ I data ZHEE I N ILHERETAE
Detached {8 EBFIZIXHBEFRTI. 4l : “sample. docx”
X TIWNRERELEBEICE T 74 ILE EHRRFEDAHHF
A&, JULNRET—E2DHEAAADHIZFRAEN D,
4 | XF5| | data EB23% /N1 F+ ) % Basebd XFHML LI=-T—RIEE
¥ null $EEICTHBEEREE (null BFICIZ 7 ILNRIBENDLE)
RYE & IEEEF
LCS_OK A% iR %
IS5—/:
LCS_OK LISA AR D (T4 FR1E)
iR ¥ IR7E Enveloping (MA) BRADBEZIREMITEKYR—
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3. 3. 8. xades: E% XAJES-BES 4R
HHE xades : &% XAJES-BES & Rf : XAAES-BES E£& #E1T L T XAdJES @ XML &R §
(ERTORFGEAZ ZFIA)
X AHEBRETIEX 7Lty D XADES TIX £ < £ 5 %% XAJES-BES 0D & % it
JSAPI {£#% | (string) await xades ( xflag, signAlg, xml, id, xpath, passwd );
%% |1 | HiE xflag XAES 7357 : H&EHD
0x00000000 LGSX_DEFAULT HiEIEEEL
2 | #UE signAlg | EZ7IIL TR L
SHA256=0 / SHA384=1 / SHA512=2 / SHA1=10
3 | X5 | xml FEBXER XML :
NULL 15 & (& Detached/Enveloping MDIEEAMKE
4 | X5 |id EEXAR IdDIEE : xml FOBBRRELD id TIEE
NULL 15 & (% Enveloped ‘B &7 %
5 | X535l | xpath EAXERD xpath DI/E : T3>
NULL |2 THRERTRE
6 | X=%| |passwd |PKCS#11 :
FMANRRT—FEE NLL OS5EFEETS—)
3% LCSX_P11_NODLG RIEERFIENILL EETHBA A 70T
CAPT -
FKEA (ICH—FRAKFIEFSANBITEA 7RITRTR)
RY{E XF5| | EEEH:
4 Rk L 1= XAJES-BES @ XML AR & h b
X #EAMEIZ LCSI_SET_RETHEX #5EBF (X HEX XFHI TR SN B
X #IHEAMEIZ LCSI_SET_RETB64 #5E B¥(d Base64 XF5|TiRE N D
I5—F:
NULL A%R %
A& errorGet () /errorApi ) DOFIAHATEE
¥ I5—RFIC(E terminate ) NIEENEBRZITY RIFKRTT 5,
PKCS#11 ELTSY
HE 0x00000010 LGSX_P11_NODLG passwd A NULL DIFEIZT 5 —IZF 5
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3. 3. 9. terminate : LT KT

Hae terminate : EZOT Y FORT  EITLTEKL TV ELITUFERTTS
JSAPI ££#% | (void) await terminate ();
ClE - wmL
RY{E =L
3. 3. 10. errorGet : TS5 —{EERE
e errorGet : TS5 —{BEG : ERTIICELEITS—EZRY
JSAPI #£#% | (int) errorGet (;
ClE - wmL
RY{E #iE IEERF
LCS_OK A¥iR 5
IS5—0F:
LCS_OK LISA AR D (T4 FR1fE)
w5 Z API (& JavaScript @ APl THD &I, ERIAT 2 KEDBEIXITHOALLL,
3. 3. 11. status: IC #— FKEEERIG (PKCS#11 D #)
HEE status : IC 71— FIKAEEERSE : IC h— FDIKREFIRT (PKCSHI1 DH)
JSAPI #£#% | (int) await status () ;
ClE- wmL
RY{E #iE IEEEF
ICA—Fhty FEALGEL1HKREY FEE 0ARD
IS5—0F:
A FTREIRD
¥ IS5—BCIL terminate() NEENELOT Y FIFERTT 5,
2. 3. 12. version: /N\—2 3 UIEHRENE
e version: N—2 a3 UIERIG : V5472 FEBREDN—2 3 UEREZRT
ActiveX (string) await version ();
Sl# (1 | &L
RY{E XF 5 N—2 3 VIEBRXFINNES

f5) “v1.00RC1”
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3. 3. 13. http: HTTP/HTTPS &1E
e http : HTTP/HTTPS :@18 : POST A Y w KIZ& Y HTTP/HTTPS BIE%1T S
JSAPI tt#% | (string) await http (url, send, head, hflag );
5% |1 | XF5 | url Bk RL 257
2 | X535l |send POST A T1X1E9 % BODY ZiE%E
3 | XF5| | head Basic ZREEZE D HTTP Ny AW HNIFIEE (null I SEEEL)
4 | #E hflag HTTP BIEZ S Y
¥ RARMGDEIZ0 EHEE
RYE XF5 | Enull {E: =\ 5DEBEXFHIHIRS
null & : T5— (errorGet TI 5 —{ESIAE
X I5—BICI terminate) AMEENER T FITERTIT 5,
3. 3. 14. pxml: 3B XML [&& D fEHT
Hae pxml : ¥ E XML [GE QYT : —/ DS LB XL IEE (4.1 38) @
JSAPI 4% | (string) await pxml ( xml );
5% |1 | X=F5 | xml TE XML Z357%E
RYE XF5 | Enull {E: =N\ 5DEBEXFHIHIRS
Ny afEXNL /Ny 2 aED HEX XF51
R : VEA LY FE (RIEBEDHZEIE nul | EARS)
null & : Y—/ DS DIEEXFIINEN ST
X I5—BICX terminate) AEENER T FITERTIT 5,
ko BT TS5 —BFICIX errorGet TT S —ENEREATEE
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3. 8. 15. exec: —#F=EST
e exec : —fEET : MEHTTP EE/ XM KX ICTERLRNE X —EETT S
JSAPI {£#% | (string) await exec (cflag, copt, curl, sflag, sopt, signAlg, surl, head, hflag);
5% |1 | KE cflag AMEAETZ Y HBEH
0x00000000 LCSC_NO_FLAG AT ar#EL
0x00000001 LCSC_CONFIRM  ZEBAZE 1 DDIHE £ R
2 | XF5 copt T3y BT HIGEIFNILL 15
FAT HAELFIRT 5 (RYHR—F)
X 5| cur | FEBAZEE(E URL DIETE (WAZE : null FHT)
B sflag ELTIT  HER
0x00000000 LCSS_DEFAULT  datalZ/\vy ¥ afEZIE%E
0x00000001 LGCSS_TDIRECT  data IR BH&ZEIEE
5 | XF5I sopt PKCS#11 :
FANART—FEE (NILL DiFEFEE TS —)
% LCSS_P11_PINDLG {5 ERf(Z NULL HEETIHBES 1705
CAPI :
KEA (ICH—FFIAFIEFSANBITEA 7RI ERTR)
6 | BiE signAlg EH7NLTY) XL
SHA256=0 / SHA384=1 / SHA512=2 / SHA1=10
1 | X5 sur | EAMEEE RL DIEE (W% : null )
8 | X=F7l head Basic ZREEF D HTTP Ay AW HNIFIEE (nul | L SIEEEL)
9 | #E hflag HTTP BIEZ 55
X RERMIGDAIZO ZHEE
RYE XF5 IEEEF
JEA LY FEDNY—IDLIEESNEHZEEVEA LY FENRS
IS5—m:
NULL A%iR %

A& errorGet () /errorApi O DFIFA+ EIRE
X ITS5—BC(E terminate) AMEIFhELaTY FIFRTT 5,
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3. 3. 16. LeCSignCmdWS 45X TS5—I{&

B a~vy N7 7 AO= 7 —fElX JavaScript 7 7 A LeCSignCmdWS NO=7 —fETH Y, ~A
FARAMOMEE D, EFEKTIZ 0 PNIRY, GEAFER A T 70Xy 2T 1 BIRD, B4

LeCSignCmdWS.js |25 E

// To5—EEE
var LSCERR = {
NO_ERR

CERT_DLG_CANCEL :

CMD_NOT_REGIST
EXEC_CANCEL

CMD_CONNECT_ERR :

INVALID_ARG
NO_SETUP
WS_ERROR
INVALID_RESP
UNKNOWN_ERR

/] EE#ET.

/) EAEERS A 7RI NFr oL EShz.
// BRAID FMERA VR b—)L (EFTFH).
/] TI2OFICKYERTHFroILESNT:
// BRARY FOEBIHIS—NHo1-

/| BBOSIHEE GIHOF v IHRE).

/) BATITBBEHEEISKREENH S WARBRETR).

// WebSocket T5—.
/] EDEHREE.
// FRABIS—(FI— &£ LCHEL)
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3. 4. BZa7 > FHEEEH

CAPI &£ PKCS#11 D &5 5 TH HTML S0 FE LR T & 72 5,

HTML & o4

<!-— HTML BODY —->

<body>

<h2>FZESa< 2 FiRER - </h2>
<p>

N—=FRAVY )y TERAIVFZEET (Y ar IDFEE) —

<input type="button” id="start” value="E&3%E4T" onclick="execSign (' TESTO1") ">
/o>

{div id="message”>no message.</div>

</body>

3. 4. 1. CAPI (CryptoAPI) FIff

F2HEH 7L ¢ bin_emd/LeCSignCmdDemo.htm
FHY 7)1 bin_emd/LeCSignCmdWS.htm

JavaScript &4 FEITOH

I— LE:ZBLaT U RIS CREIZHEENDBLE) —
<{script src="LeCSignCmdWS. js"></script>

- BAEREE IS —>
<{script type="text/javascript™>

// BRUNEBET(SERDEESGD).
async function execSign(sid) {

// BT RER/¥MEE (2E).
var initflag = 0x00000000; // ML TS5 (T 4L k CAPI)

// initflag |= 0x00000001; // LCSI _USE P11 PKCS#11 FIA (initoptl #28)
initflag |= 0x00000002; // LCSI_RET_XML cert/sign M#ER%EHBE XML fzX TR 9"
initflag |= 0x00000100; // LCSI_CAPI_ICCARD #Z# IC h— FFIA
var initoptl = null; // ¥EEA T 3 > 1 (PKCSHI1 @ DLL /S8R %)
var initopt2 = null; /] FEEA T 30205774 ILINRE)
var sessionid = sid; // Bty a3 ID

var cscmd = new LeCSignCmdWS (initflag, initoptl, initopt2, sessionid);

// BRI FORE) & &k
var port = -1; // HEfAR— FESIEE (C1 Lo T 74 )L FERE 50000 % FIF)
var waitSec = -1, // JSEIIERFHEBMEIEE (1 B5T 74 /L FERE 20 # #FIA)
var cmdSec = -1; // CMD IS HRMIEE (1 5T 74 RERE 5 # #FA) re=
await cscmd. connect (port, waitSec, cmdSec);
if(rc 1=0) {
mesgElement. innerHTML = “Error: SignCmd connect.”;
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if (rc == LSCERR. CMD_NOT_REGIST) {
// BRAR Y RORZFCERA VR F—IL).
} else if(rc == LSCERR. CMD_CONNECT_ERR) {
// BHAI Y FEHENT S —F o7
} else |
/] FDHDITS—
}
delete cscmd;
return;

}

// REBREERTE
var certflag

= 0x00000000; // FEBAERIR D S5 (T 7 4L F=0x00000000)

certflag |= 0x00000001; // LCSC_CONFIRM/EEBAZ 1 DDIEE £ FE:R

var certopt = null; // EAEERA T a3 (ull $5E)

// BRIEHRE

var signflag = 0x00000000; // signtarget [Z/\w < o HEX) ) E XML Z2E%FE

var signalg =0; // BR&TIL3) XL (SHA256=0/SHA384=1/SHA512=2/SHA1=10)
var signopt = null; // BREA TS 3 UE5E (PKCSH11 FIFARFIZ PIN #55€)

// HTTP B{EE&RE
certur!| = hostname + “https://dev. langedge. jp/tom/|csign/pcert”;
signur| = hostname + “https://dev. langedge. jp/tom/lcsign/psign”;
var head = null; /] AT arv~yFTEE

var hflag 0x00000001 ;

// —HEERITAT Y RET
var redirect = await cscmd. exec (certflag, certopt, certurl,

// EEBAZEE(E URL
// EHfEXIE URL

// HTTP BIE 75 4 (7 )L/S R $55E=0x00000001)

signflag, signopt, signalg, signurl, head, hflag);

rc = cscmd. errorGet () ;
if(rc =0 || redirect == null) {
return;

J

// BEZaATY FEERT ()
await cscmd. terminate () ;
delete cscmd;

/] BESINIGEEIXVFTALY FERID 4 > FoTRL
if(redirect) {

alert(redirect) ;

window. open(redirect) ;

}
}

{/script>
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3. 4. 2. PKCS#11 FlA

FHEY 7L bin_emd/LeCSignCmdWS.htm

JavaScript &4 EITDOH :

I— LE:EBLaT 2 FJS CREICEEIDE) —
<script src="LeCSignCmdWS. js“></script>

I-— BHAERZEE S —>
{script type="text/javascript™>

// BRAWNBET(SERDOEEM).
async function execSign(sid) {

// BZAT Y FER/MEME (KA.
var initflag = 0x00000000; // LTS5 (T 74U k CAPI)
initflag |= 0x00000001; // LCSI_USE_P11 PKCS#11 FIFE (initoptl @%8)

initflag |= 0x00000002; // LCSI_RET_XML cert/sign MR % B XML X TR T
var initoptl = “pkesi1.dl1”; // #EHEA T 3 > 1 (PKCS#11 @ DLL /XX %)

var initopt2 = null; /) e T 32205774 ILINRE)

var sessionid = sid; // Bty a2 ID

var cscmd = new LeCSignCmdWS (initflag, initoptl, initopt2, sessionid);
// % LUTFB& (CAPI &R L)
}

<{/script>
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3. 4. 3. JavaScript @ async/await ## &

B4 a~ 2 RiL WebSocket #FIIH L7=FEFH (asyne) OEEEZT 5, ZOFEF TiE API Bn4ET
FEFRIEITSNTLEW, API ZEFIZMESZ ENREEE 70D, ZOBIZEL 2~ RO APL T,
Edge/Chrome @ JavaScript (23 TIEFRIHID asyne function % [FIHIFIZSEITT 5 await FEOMH L
EHEIREL TS, L L b await 28T 57 77 a VEHERN asyne 77 7 23 Th b
VNS DI H 0 . O Lotz 2 THFEWO asyne function [T HXERHTLE 9,

ZNERET 5 A1 asyne function DR Y T 5 Promise > T .then) THRTZfFH%IT5
Z&T, w777 v a3k asyne function IZT L HERH D, ZHUT XY asyne function [EE
DHA LD Z LN TE D, 727210 await & B 0 BARNICITIEFMIOWLEE & 720 FER % then(
(ZEVFFORDB R D DT, F PALTIHIERBIAB S ME L 72 5,

async/await & Promise (Z X 5FMH (sync) 777 v a O] :

{script type="text/javascript™>

// R (sync) 77 >4 ¥ 3 vIZ& B async RIEARIEITDEEZEH
function main() {
console. log("main BR") ;
// FEIEAALERRH LA
afunc1 (). then(async function() {
// afuncl #87 (£MEKT)
console. log("main £0IBELT");
b
// MBI T #F-FIZETEIN 5 GERE)
console. log("main#&T7);

J

// EREA (async) 77 >4 3 > 112& % async RIEARIEITDEEH
async function afuncl () {
console. log (“afuncl BAE") ;
// FEIEAALERRH LA
await afunc2() ; // afunc? ZREIHIEIT
// afunc2 JLIBFRT Z 5 o TH o R~ (FEHA)
console. log (“afuncl #8T77) ;
]

// EREEA (asynec) 77 >0 3 > 2(ENEOEEH)

async function afunc2() {
console. log (“afunc2 BHLR") ;
await 0; // FEREAIZT HAIC avait ZFET
console. log(“afunc2 #28177);

}

{/script>

<body><input type="button” id="start” value="EE&ZE1T" onclick="main () “><{/body>
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F 72 1E11 D ActiveX D 3FE4T & Edge/Chrome DE4 2~ > KOELTEIT 9 A2, IE11 Tlid asyne
Tyl varhri—Linnh, TaEET 52X PHP FI2KD VY —2XDY; 53\ T EAT O HIEN D

%, LLFIZIELL & Edge/Chrom @ Y — A 55 1) D& 73, 723 PHP »MiE 2 DHIfE LR D,

IE11 & Edge/Chrome @ Y — A 451 DB :

<php if (islet1() ): >
<script> // IE11 34T
function SignMethod() { alert("IE11 exec.”); };
</script>
{7php else: 7>
<script> // IE11 LISA TOHOETT
async function SignMethod() { alert(“async exec.”); };
</script>
<{hp endif; 7
% islell (X JavaScript (2 & % TE11 }ERI%L,
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3. 4. 4. XAdES &EIRAERIBOFIA (V2.1 Fiikse)

FHEY 7L : bin_cmd/LeCSignCmdXades.htm

JavaScript &4 EITDOH :

I— LE:EBLaT 2 FJS CREICEEIDE) —
<script src="LeCSignCmdWS. js“></script>

I-— BHAERZEE S —>
{script type="text/javascript™>

//
// BHUNEET(SERDEZEM).
async function execSign() {

//
/) T3l RAFUN—Hh—REEFT VY
var jpkitest = false;
const jpki = document. getElementByld (" jpki”);
if (jpki.checked) {
console. log "SRER : ¥ A4 F 2 /\—H— FiEE") ;
jpkitest = true;
}

//
// SnIRERLA.
var rc = 0;

console. log ( ERMNERIE:");

// HAERING

var GTYPE = document. getElementById ("CTYPE") ;
var CTIME = document. getElementByld (“"CTIME”) ;
var COPT1 = document. getElementById ("COPT1”);
var COPT2 = document. getElementById ("COPT2") ;
var GOPT3 = document. getElementById ("COPT3") ;
var COPT4 = document. getElementByld ("COPT4”) ;
CTYPE. innerHTML = *7;

CTIME. innerHTML = *7;

COPT1. innerHTML = “7;

COPT2. innerHTML = *7;

COPT3. innerHTML = “7;

COPT4. innerHTML = *7;

//
// TSP (IRTE Chrome & #Hr Edge MDA F| AT EE) .
var agent = window. navigator. userAgent. toLowerCase () ;
var target = (agent. indexOf (edg’) '== -1) || (agent. indexOf (' chrome’) !== -1);
if(target != true) {

console. log(agent) ;

console. log( RYR—rDITZHHTT, ')
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alert( Y R—rDTSHYTT, ¥nEdge £7-I% Chrome #F->TLF ALY, ),
return;

]
console. log( TS5 9HFEZR K );

//
// BRIAT Y AR/ (WE).
var initflag = LCSI_FLAG. LCSI_NO_FLAG; // WL T ST (T 74U k CAPD)

if (jpkitest == true) {
/] RAF2iNn—h—F
initflag |=LCSI_FLAG.LCSI_CAPI_NOCHECK; // CAPI:5FBAZEF = v & £ L (LCSC_CAPI_JPKI
FADA)
} else {
// FEEAZEER
initflag |= LCSI_FLAG.LCSI_CAPI_ICCARD; // CAPI:4Z# IC h— F#|FH
}

// initflag |= LCSI_FLAG. LCSI_SET_DEBUG; /] TINYTE—FIEE
var initoptl = null; // AT 3 > 1 (PKCS#I1 @ DLL /X R %)
var initopt2 = null; /] EMEF T 32285 T 74 ILNRE)
var sessionid = "DUMMY”; /] By a3y IDARBEBRTIEELLZLNDTH )

var cscmd = new LeCSignCmdWS(initflag, initoptl, initopt2, sessionid);
if(csemd == null) {
alert( T5—: LAV Y RIS AP TEFEATLE, ')

return;
]
//
// BZOAT Y FOEITEER
var port = -1; /] EHRAR—FBESRE I A5 T 74 )L FERE 50000 %FA)

var waitSec = -1, // JSBIIERFHEBFMIEE (1 5T 74 /L FERE 20 # #FIA)
var cmdSec = -1; // CMD BE#EFHMIEE 1 5T 74 )L RERE 57 ZFA)
rc = await cscmd. connect (port, waitSec, cmdSec) ;
if(rc 1= LSCERR. NO_ERR) {
// BHIAIY FOETIMERICKRBK LT
if(rc == LSCERR. CMD_NOT_REGIST) {
/] BEAIY FRREHFCCEKRA VA F—IL).
var chk = confirm( T5—(C +rc+ ') : BLQAT Y KMNEKRA VR b—ILDAEEEN H Y
F9. A VA—FFFO0—RLFETHN?);
if(chk == true) {
window. location. href = “. /LeCSignCmdSetup. zip”;
alert (A VA =5 FHo0—RLTWET, ¥n 40— FRRIZT 7ML %E
FAWTA VR F—=ILLTLEELY, ')
}
} else if(rc == LSCERR. CMD_CONNECT_ERR) {
// BRAR Y KNI S—1o1-
alert(T5—(C +rc+ ") : ERHATVFOEEIS—MHYEL, '),
} else |
/] ZTD/D IS —
alert( T5—( +rc+ ') : BRIATY FOEREETY, '),
}

delete cscmd;
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return;

}

//
// BRI FiEHGE T (API E£17)

//
// REBREERTE
var certdata
var certopt

null; // FEBAET—4
null; // SEBAERIRA T 3 > (BB nul | #55E)
var certflag LCSC_FLAG. LCSC_NO_FLAG; // EEBAZ:#IR TS 4 (T 7 #JL +=0x00000000)
// certflag |= LCSC_FLAG.LCSC_CONFIRM;  // T/8w 4 fIBAZ 1 DDIHZAE LR
if (jpkitest == true) {

/] RAFToIN—h—F BEICA—FIIRAFoN—h—FLEEND)
certflag |= LCSC_FLAG.LCSC_CAPI_ICCARD; // CAPI: ZB# ICHh—KFzv¥
alertCICA—FZtEy FLTLEEL, ¥n TEFE : PINANEENEIZRTEINDGEENH
YEI, ');
while(true) {
// EIBAERF O F(cert) ET: ICh—FDFz vy BT
certdata = await cscmd. cert (certflag, certopt);
rc = cscmd. errorGet () ;
if(rc == LSCERR. NO_ERR 8&& certdata != null)

break; /] BB TEL-OTIL—T%#KT
/] MIETELEN T
if(rec == -11) {

// 1Ch—FARDOHhSHELY (BYRL)
var res = confirm(CICh—FKZEy LTS, 7);
if(res == false) |{
/] Frxotl
alert( ICh—FFzvohFroILENFELIZ, ')
await cscmd. terminate(); // RIS—TIXZ LD T terminate ) A wirZE
delete cscmd;
return;
}
} else {
/] TDMITS—
alertC T5—(C +rc+ ") : fEEAEMBITS—TI, ),
delete cscmd;
return;

}
}

} else {

// EEBAZEMEa Y > K (cert) 217 : BE DIFBHAEER
certdata = await cscmd. cert(certflag, certopt);
rc = cscmd. errorGet () ;
if(rc != LSCERR.NO_ERR) {

/] T5—

if (rc == LSCERR. CERT_DLG_CANCEL) {
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//

alert( SEBAZEERA A 7RI NFrowILENFELE, 7))
} else {
/] Frvotl
if (certdata == null)
alert( T3—(C +rc+ ") : fSEAEMBITS—TY, '),
else
alert( T5—(C +rc+ ') :  + certdata);
}
delete cscmd;
return;

}
console. log ("SEBAEERF 0K™) ;

//
// FEBAEEHEGERTE
var infoflag = LCSF_FLAG.LCSF_NO_FLAG; // #&82% JSINFHXTRI (TI74I )
infoflag |= LCSF_FLAG. LCSF_RETXML; // #£R % XML 2R TR T
// EEEAEIFEHRERSG (info) E1T
var certinfo = await cscmd. info(certdata, infoflag);
rc¢ = cscmd. errorGet () ;
if(rc < LSCERR.NO_ERR) {
if(certinfo == null)
alert( T5—(C +rc + ') : ;EASFEHBRIMIETS—TY, '),
else
alert( T5—(C +rc+ ') :" + certinfo);
delete cscmd;
return;
}
console. log ("GEBAEEHERTF OK) ;

//

// $ER DR

var certobj = JSON. parse(certinfo) ;

// EARE

var ctime = "HiR : 7,

if (certobj. from != null)
ctime += certobj. from;

ctime += "~";

i f (certobj.to != null)
ctime += certobj. to;

// TRl

if(certobj. jpki = null) {
CTYPE. innerHTML = “%&Rl : ¥4 F+ > /N\—H— K (JPKI)”;
GTIME. innerHTML = ctime;
COPT1. innerHTML = "KK4%& : “ + certobj. jpki. name;
COPT2. innerHTML = “{4%I : “ + certobj. jpki. gender;
COPT3. innerHTML = "4 HHB : “ + certobj. jpki.birth;
COPT4. innerHTML = “{XFf : “ + certobj. jpki. address;

} else if(certobj.regist = null) {
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GTYPE. innerHTML
CTIME. innerHTML
COPT1. innerHTML
GOPT2. innerHTML
COPT3. innerHTML
COPT4. innerHTML
} else {
CTYPE. innerHTML = “&RI| . —fXEEBRE";
CTIME. innerHTML = ctime;
var info = "7 :";
if (certobj. issuer.cn = null)
info += certobj. issuer. cn;
else if(certobj. issuer.ou != null)
info += certobj. issuer. ou;
else if(certobj. issuer.o != null)
info += certobj. issuer.o;
else
info += “CN/0U/0 &L ",
GOPT1. innerHTML = info;
COPT2. innerHTML = “7;
COPT3. innerHTML
COPT4. innerHTML
}
console. log ("SEBAEEH v ~ 0K”) ;

“TER  BmEZRCAIEAE",

ctime;

“ik A% 7 + certobj. regist. corp;
"HKRFEE . ” + certobj. regist. name;
“IBE : " + certobj.regist. title;
“{XPFr : “ + certobj.regist. address;

//
/] BREE
var orgxml = “<LeTest><Contents [d=¥"TESTO1¥">";
orgxml += “<Data>Sign Data</Data>”;
orgxm| += CHABHBRTI/BARE,
orgxm| += “{/Contents></LeTest>”; // BL X XML
var xflag = 0x00000000; // XAdES 7S5 5 Z#I8E (T 74 k)
var signAlg =0; // BR&TIL3) XL (SHA256=0/SHA384=1/SHA512=2/SHA1=10)
var xml = orgxml ; // BRBXER XML
var id = "TESTO1”; // ERxtH % 1D 5% (Enveloped DIF &L nul | $55E)
var xpath = null; // BARED XPATH 187 (FEBFIZIE nul | $53E)
var passwd = nul | ; /] BREE/NR T — R85 (PKCS#11 FIFEREIZ PIN 572, ARRES
nul | ¥§7€)

// XAdES-BES #£ k3 < > K (xades) E1T

var xadesXml = await cscmd. xades (xflag, signAlg, xml, id, xpath, passwd);
rc¢ = cscmd. errorGet () ;

if(rc !'= LSCERR.NO_ERR) {

i f (xadesXm| == null)
alert( T5—(C +rc+ ') : XAdES-BES 4RI 5—T9, ');
else

alert( T5—(C +rc + ') :" + xadesXml);
delete cscmd;
return;
}
console. log ("XAdES &Rk 0K”) ;
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//

// #ERDOT vy TO— K (/signemd/up [FEELE-RABEFDEFERT)

var upur| = “https://dev. langedge. jp/tom/signcmd/up”; // B¥ERX k.
var head = null; /] A Tar~AyFTiEE

var hflag = 0x00000000; // HTTP@IEZS5 4
var respXml = await cscmd. http (upur|, xadesXml, head, hflag);
rc¢ = cscmd. errorGet () ;
if(rc !'= LSCERR.NO_ERR) {
if (respXml == null)
alert( T5—(C +rc+ ') #HEEDOHITPEETS—TY, '),
else
alert( T5—(C +rc+ ) :" + respXml);
delete cscmd;
return;
}
console. log ("XAdES 7 v 70— K 0K”) ;

//
// BROREF (KK

saveXml (“xades. xml”, respXml);

//
// BT FEERT (K
await cscmd. terminate () ;
delete cscmd;

//
// MIBIEERT
console. log( BZMIERT: 0K );

J

//
// HBA: 77 MILRT
function saveXml (filename, text) {
let blob = new Blob ([text], {type:“application/xml”});
let link = document. createElement('a’) ;
link. href = URL. createObjectURL (blob) ;
/¥ T7ANGREE A LENT)

[ ink. download = filename;

link.click();

console. log(“saveFile: ” + filename);

/% */

window. open (I ink. href) ; /] B4 FOTRER
// BI\EK

URL. revokeOb jectURL (| ink. href) ;
}

{/script>
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4. H—/\ff|3E%E (LE:XAJES:Lib/LE:PAdES:LIb)

4. 1. MBEE XML 78 ka)L (LE:XAJES:Lib/LE:PAJES:Lib 3£3&)

ActiveX 77 7 A4 b BELA A~ REEIUMAM®E XML 7'v harvzfiH+ 5, By ar ID
FOYBULREDFE0 /3T A — & — T — MUl T 5 HTML/JavaScript ~#H DA E 5 T
XN D0, FO%REIK 2 BIOBENLEL LD, 1EIBIX C—S TIEHELEEL C—S Ty v
2fiZIKT, 2[FB 1L C—S THEAMEZEXEL C—S THREMERLIKT, 7B PAAES 717 7 U Tix
PdaClientXml 7 7 A2 Cil{g XML OfEHTCIRZ XML O FIHEIZ 72> TV A 03, XAJES 7 A
77U TIIMBICFEEN LI L 72> TN D,

79344 Tk ‘g P MEER FAR
B ZERH 3 XML fi#tT
FEDTE XML 22K —(FR)— mmmy@E;ﬁ LOS_CERT Al &
(cert “CAFRATHE S (4.1.1 BR) S
PAdES : PdaClientXml
Ny 3 2 /i XML iﬁk
oy XMLARS | X/AdESﬂ?Z Wi | LCSHASH |
(xmlGet CHEHT ) ol (4.1.2 ) 7o
PAdES : PdaClientXml
Xl XML fi#tT
BREXMLAE | CAES « 41t LCSSIGN |
(sign /L wTHE PR w1szm | T
PAdES : PdaClientXml
HiE R XML 2B
it R XML fighf7 P SAES - 40 5 Ak LCS_RSLT i
(xmlGet THEHT ) o o (4.1.4 208) o
PAdES : PdaClientXml
WEIZHIH T 5 XML O3

// 92547 Bl (LCS_CERT) :
$ LpaCmd. sh —client —cert p12

FEEAEEIR > REBAE XML
LeTest.p12 test -sid TO1 > CERT. xml

[/ H—\@l (FT#EE) : BRI —IL FER

$ LpaCmd. sh —field —in input. pdf
// —s il (LCS_HASH) : {RE4 <

-out field. pdf
FEEASEE XML > /\w S o B XML

$ LpaCmd. sh -server —in field. pdf —out make. pdf < CERT.xml > HASH. xml
// 254 7> bl (LCS_SIGN) : BRAMEFHER < Ny a{EXN > BA{E XML

$ LpaCmd. sh —client —cert p12 LeTest.p12 test -sid TO1 < HASH. xml > SIGN. xml
// B—s\fll (LCS_RSLT) : ERAMEERDHIAH < BLE XML > #5FE XML

$ LpaCmd. sh —server —in make. pdf —out sign.pdf < SIGN. xml > RSLT. xml
// $ERMER (KEIFVS/4 7 FAITHER)

$ cat RSLT. xml

LpaCmd o727 A4 7 > FEAOHMH] (7 747 > MlEF I —37)
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4. 1. 1. GEBAE XML (LCS_CERT : 347> b—>H¥—/\:step 1)
© FEE XML (7 74 7~ MATCARK)

IER4 fERl | WA | EEA
LcsRequest EX | O | MolL—+EK
sid BE | O |y arvID (BAAOEGREICELLIEEDXFSI)
type B | O | B LCS_CERT Z45%E .,
time Bt | O | &£rHFEZ% YYYYMMDDhhmmssZ 2= THRE
cert 2% | O | ERIHAEOER
TXRMER [ EXR | O | X509 isXDIEEAE # HEX [TZEHE L F-XXFHI Z 1,

{LcsRequest type="LCS_CERT” time="20220819094105Z" sid="U000137984">
<cert>3082461f06092a86488670d010702a082461030824---701a0820b61308203293082021102085</cert>

</LcsRequest>

XML ARk 5| BB

BHYa<w R var certxml = await cscmd. cert (certflag, certopt);
ActiveX var certxml = csign.cert(cflag, copt);

LpaCmd 7% | LpaCmd -client -cert x509 LeTest.cer -sid TO1 > CERT. xml

4. 1. 2. Ny afEXML (LCS_HASH : 4—/n\>9 547> b : step 2)
© Ny afi XML ($— Ml TARR)

IEB4 &Rl | A | 58

LcsResponse EX| O |[XMoIL—FEX
result Bt | O |REHRZRT., " K" hTF5—Avt—2 (UTF-8),
type Bt @) 1B{EFE R LCS_HASH H™ LCS_DATA #3587,
sid B | x |tEyiarID (ERERUTRLA)
hashlype R | x fi%;;Ajz\f;s"l /ji'?StHA384" / “SHAB12”. %MaBF “SHA256”
hash / data BEXR | O |result V'K DBEIFZBELGRIRD/NY L 1{ENREIND

THERALER | EF | O | Ny afEZHEXITE#RLE-XFINEHM,

<{LcsResponse result="0K" type="LCS_HASH” sid="U000137984" hashType="SHA256">
<hash>eba30c33e718862185dbabf7e204e353a0133f8d</hash>

<{/LcsResponse >

XML AR 515 | FIHHG
API (C++) PdaClientXml clientXml;

BINARY hashxml = clientXml. createCertResponse (target, hashType) ;
LpaCmd /] BT 14— FERKR

LpaCmd -field -in input. pdf -out field. pdf
/] REAREIT
LpaCmd —-server —in field. pdf —out make. pdf < CERT.xml > HASH. xml|
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4. 1. 3. BEMEXML (LCS SIGN: 547> k>4 —/\ : step 3)
© ZE4fE XML (7 547~ MITAR)

IER4 fERl | WA | EEA
LcsRequest EX | O | MolL—+EK
sid BE | O |y arvID (BAAOEGREICELLIEEDXFSI)
type B | O | B LCS_SIGN Z45%E .,
time Bt | O | &£rHFEZ% YYYYMMDDhhmmssZ 2= THRE
sign Ex | O | EREOEHR BEEHTONA b
THERAMER | ER | O | BELEZ HEXITE# L -XFHI &M,

{LcsRequest type="LCS_SIGN” time="20220819094106Z" sid="U000137984">
<sign>3082460c020101310f300d0609608---060355040313125365637572655369676e205266f7443</sign>

</LcsRequest>

XML Ak 535 | FIHB

BHYa<w R var signxml = await cscmd. sign(signflag, signtarget, signalg, signopt);
ActiveX var signxml = csign.sign(sflag, sopt, signAlg, hash, passwd) ;

LpaCmd 75 LpaCmd —client —cert p12 LeTest.p12 test —sid TO1 < HASH. xml > SIGN. xm|

4. 1. 4. F#REXML (LCS_RSLT:

© #HR XML (% — Ml CAkL)

Y—N\>0 34 F7 >k :stepd)

HE4A FERl | WA | $BH
LcsResponse EZEL | O |[NWMLo)IL—F+rEFH
result B | O |WNEBHERZRY, "K'hIS5—Av+E—2 (UTF-8),
type B | O |&B{EFEAILCS_RSLT #i5%E.
sid B X tyiarID EERUVTRAMA)
, EERTHOAIEEMARE, BESND ENBETRIZEE,
redirect B X s — 4 =
KEEDHEIZEBRNEBETOA Y E—URRTEIZ 5,

<{LcsResponse result="0K" type="LCS_RSLT” sid="U000137984"
redirect="http://xxxxx. jp/ok_display”/>

XML AR 515 | FIHHG
API (C++) PdaClientXml clientXml;

BINARY rsltxml = createSignResponse(redirect_url);
LpaCmd Il B2 DDA T

LpaCmd —-server —in make. pdf —out sign.pdf < SIGN. xml > RSLT. xml|
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4. 2. XML R#AZER S 4 T35 ') LE:XXAJES:Lib

4. 2. 1. XAdES H—/\iHE&a~< > F LcsXAdES.exe

P —REffioT B — DNV ORTRREEZIT O T Ny ZTHOIFLTH —3 LesXAdES.exe Z#2{ L T

5, Y —A=2— R LeClientSign¥ServerTest¥LcsXAdES¥LesXAdES.cpp #2795 Z & T,

FHAGRFOES & BAEBUGROZLEIDIAZ O FIEH & L TR TE %5, C++H/CLI (2

LN TWEDOTCH ORI DOEEICHL D,

SR BRI O (B4 O

AlE]
TE

//
// EEBAEEE XTI 0

String”™ cert(String” inXml, String” dir)
{

XmINodeList™ list = nullptr;
XmlElement”™ elmt = nul Iptr;
XmlElement”™ elmt2 = nul lptr;
String”™ outXml = nul Iptr;
le::LeXAdES™ xades = nul lptr;

// )9 TRk XML D fEAT
XmlIDocument”™ doc = gcnew XmlDocument () ;
doc—>LoadXml (inXml) ;
// v ar ID/EHEL D
String” sessionld;
list = doc—>SelectNodes ( “/LcsRequest/@sid” ) ;
if (list->Count <= 0 || list[0] == nullptr)
return outXml;
elmt = static_cast<XmlElement™> (list[0]);
sessionld = elmt->InnerText;
if (sessionld == nullptr)
return outXml;
// SEBAE cert EX
array<Byte>” cert;
list = doc—>SelectNodes ( “/LcsRequest/cert” ) ;
if (list->Count <= 0 || list[0] == nullptr)
return outXml;
elmt = static_cast<XmlElement™> (list[0]);
cert = hex2bin(elmt->InnerText) ;
if (cert == nul lptr)
return outXml;

// XAdES & &

String™ idStr = “LesTest”;

String”™ xadesFile = dir + “/” + sessionld + “.xml”;

/] AR RERK

xades = gcnew le::LeXAdES (idStr, nullptr, nullptr);

// SABRF® Enveloping 167 (EHBTIIMHELSRZEMT 5)
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EXIT:

int rc = xades—>addEnvelopingXml ( “<LangEdge><Debug>XAdES</Debug></Langkdge>” ) ;
if(rc <0)

goto EXIT;
/] RERZET
unsigned int flags = le::SIGN_FLAG::SIGN_NO_SIGN;
rc = xades—>sign(cert, le::HASH_TYPE: :HASH_SHA256, false, flags);
if(rc < 0)

goto EXIT;
/] RERBERDREF
rc = xades—>saveXml (xadesFile) ;
if(rc < 0)

goto EXIT;
/] BRANEDEE
array<Byte>” sinfo = xades->getSignedInfo();
if(sinfo == nul Iptr)

goto EXIT;
/] BERED/NY L 1{EFE
HashAlgorithm™ hashAlg = gcnew SHA256Managed () ;
array<Byte>” hash = hashAlg->ComputeHash (sinfo) ;
i f (hash == nul Iptr)

goto EXIT;

/] LRRDZ XML DAERK
doc = gcnew XmlDocument () ;

elmt = doc->CreateElement (“LcsResponse™) ; /] W—+FEHR
elmt->SetAttribute ("type”, “LCS_HASH”); // B FERl
elmt->SetAttribute (“result”, “0K”); /] Bt HERIES
elmt->SetAttribute ("hathType”, “SHA256"); /) By ahT  HIRETRE
elmt->SetAttribute (“sid”, sessionld); /] Bty ar ID: AREEIEE
elmt2 = doc->CreateElement ("hash”) ; // hash FEZ%

elmt2->InnerText = bin2hex (hash) ; /] Ny afEEEY b

elmt->AppendChi ld(elmt2) ;
doc—>AppendChi Id (e lmt) ;
outXml = doc—>0uterXml;

if (xades != nullptr)

delete xades;
xades = nul Iptr;
return outXml;
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EAEIISR OZ LA EHRDIAL OB

//
// BRIEFEXGNE

String”™ sign(String” inXml, String” dir)
{

XmINodeList™ list = nullptr;
XmlElement”™ elmt = nul Iptr;
String” outXml = nul lptr;
le::LeXAdES™ xades = nullptr;

// ) TR XML DEEHT
XmIDocument”™ doc = gcnew XmlDocument () ;
doc—>LoadXml (inXml) ;
/] eyay ID/BEmN s
String” sessionld;
list = doc—>SelectNodes ( “/LcsRequest/@sid” ) ;
if (list->Count <=0 || list[0] == nullptr)
return outXml;
elmt = static_cast<XmlElement™> (list[0]);
sessionld = elmt->InnerText;
if (sessionld == nullptr)
return outXml;
// BRIEsign E&R
array<Byte>” value;
list = doc—>SelectNodes ( “/LcsRequest/sign” ) ;
if (list->Count <= 0 || list[0] == nullptr)
return outXml;
elmt = static_cast<XmlElement™> (list[0]);
value = hex2bin(elmt—->InnerText) ;
if(value == nul lptr)
return outXml;

// XAdES & Rk
String”™ xadesFile = dir + “/” + sessionld + “.xml”;
String” xadesUrl = “file://” + xadesFile;
/] AR RER
xades = gcnew le::LeXAdES (nul Iptr, nullptr, nullptr);
// 1RE % XAAES D FHH A H
int rc = xades—>loadXml (xadesFile) ;
if(rc <0)
goto EXIT;
/] BREDEY b+
rc = xades—>setSignatureValue (value) ;
if(rc < 0)
goto EXIT;
/] ELERDRE
rc = xades—>saveXml (xadesFile) ; // LESE
if(rc < 0)
goto EXIT;
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EXIT:

/] LRARD R XML DERK
doc = gcnew XmlDocument () ;

elmt = doc->CreateElement (“"LcsResponse”) ;

elmt->SetAttribute ("type”, “LCS_RSLT");
elmt->SetAttribute (“result”, “0K”);
elmt->SetAttribute (“sid”, sessionld);

elmt->SetAttribute ("redirect”, xadesUrl);

doc—>AppendChi Id (elmt) ;
outXml = doc—>O0uterXml;

if (xades != nulIptr)

delete xades;
xades = nul Iptr;
return outXml;

/] IL— rEXR
// B : FERI
/] Bl HREE

/) Bty a2 D HEEAE
/] B UEALY b BT

=]
e

=3
B
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4. 3. PDF REiE®& 54 75" LE:PAJES.Lib

PAJES #FIH7 546 121%, LE:PAJES:Lib ¥ 7213 LE:PAdES-Basic:Lib ® V1.05.R2 (2017 4 5
AV V=) UENRKEL RO TEENLETH D,

4. 3. 1. PAAES H—/\GER2 <> K LcsPAdES.exe

P—NEHHT, B —HNDOHTREEZITO TNy 7 HOFEITY— 3 LesPAAES.exe 2t L T
%, Y —Az2— K LeClientSign¥ServerTest¥LcsPAAdES¥LesPAdES.cpp 2245 2 & T, FEAE
BFRE DA ES & BAMEBUSRFOBAMEIOIAAL D, FEER L L TRIHATE S, C++D APLIZTEE

EIhTna,

SR B DB 4 O -

//
// FEBAEER{E T I AL EE
std::string cert(le::PdaClientXml& inXml, std::string& dir)
{

int rc = 0;

std: :string outXml, inputPdf, fieldName, outputPdf;

le::LpkCert cert;

le::PdaField field;

le::LePAdES pades;

le::BINARY certBin, hash, outBin;

// BBRERTE

fieldName = “LCS1”;

inputPdf = dir + “input. pdf”;

outputPdf = dir + inXml. getSessionld().c_str() + “—temp. pdf”;

// BRIAEDERE
certBin = inXml. getData () ;
rc = cert. setBin(certBin, false);
if(rc < 0)
return outXml;

// FTTLPDF 77 A4 ILDFEHAH
rc = pades. loadFile (inputPdf.c_str O, NULL, NULL);
if(rc < 0)

return outXml;

// BRI 4—ILFDIEE
field. setName (fieldName. c_str()) ;
rc = pades. addField(field);
if(rc < 0)
return outXml;

[/ N2 5470 FERADRES
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rc = pades. makeEnhanced2 (fieldName. c_str (), cert, hash);

if(rc < 0)
return outXml;

// 1RE% POF 7 7 1 ILDRTE
rc = pades. saveFile (outputPdf.c_str());

if(rc < 0)
return outXml;

// B XML AR
outBin = inXml. createCertResponse (hash) ;
i f (outBin. empty ()
return outXml;
outXml. assign((const char*)&outBin[0], outBin.size());

return outXml;
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4. 4. H—/\FE&3 <7 > F LcsXAdES/LesPAdES (A7 3 )

RBHOY—NEHBET HOIIKREROT, a—I N TH—_OEHEEZT LY —F o~ N
B LTS, GUL 2 Fil-7ena~y R a7 I AMIk->TEY, 51EkE U CREEZ BUSG L CTCE
2 wATH (cert) M. WEBH T 7 ANMCEBLMEEEDIAREL T 7 ANV EFERSE D (-sign) OFF
BINEARD, AN FA4 T > MMEKOMA XML 2% > 2% EEE I — koM A
XML 23 E S5,

XAdES Hl (LcsXAdES.exe) & PAAES H (LesPAdES.exe) @ 2 FFENEft D, EH O H M
gL 722 DLL #f & JEIT ServerTest/bin @ FiZdH V| WU 7 4 VX RIAES SHICHB 7 7 A L &
AT 7 7 A VINER SN D MRBHL T 7 ANEBLT 7 ANDT 7 A NAITITE v a /1ID
HnMEbDI D,

51 : LcsXAdES. exe —[cert/sign] < [AZ XML] > [H 7 XML]
5 : LcsPAdES. exe -[cert/sign] < [AF XML] > [HF XML]

b — "R o~ FoEHE Y — 223 ServerTest/LesXAdES & ServerTest/LesPAdES @O F
IZHDHDT, = rMEEFEOSEICHHAGEE 2> TN D,

Y=o~ FEFIHAT 223 Mm A HTTP #1E ® httpSet 515 DA A M4 ICBWT,
"debug://LesXAdES.exe" F 7213 "debug!/LesPAdES.exe" Zf57E L. httpSend 515D/ XA f5FEIC
"A-cert" F£701X "A-sign" ZRET H, AFZEAXTFTETRT,

WARVAT-Y 3= sVl FIRZ477Y | #&E =
LcsXAdES.exe LE:XAdES:Lib | Enveloping 1 >Z& [ L 7= XAdES &4 4k 3.1.1
LcsPAdES.exe LE:PAdES:Lib | input.pdf (Zx%f L C\» PAAES &4 {5 3.2.1

P NRER o~ ROFEKE

%7 747 MiliZ XAJES/PAJES THE(LSNTNWLHDOT, 1 DOFEY 22—/ (ActiveX %)
TH ISR TR TH D, XAAES ZFIH T 2575 PAAES Z R 2 233 — MU F2EEI2 TR R s
j/lféo
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EAEIISR OZ LA EHRDIAL OB

//
/] BREFTERIGLE

std::string sign(le::PdaClientXml& inXml, std::string& dir)
{

int rc = 0;

std::string outXml, inputPdf, fieldName, outputPdf, outputUrl;
le::LePAdES pades:;

le::LpkCades cades;

le: :BINARY value, cadesBin, outBin;

// RERERTE

fieldName = “LCS1”;

inputPdf = dir + inXml. getSessionld().c_str() + “—temp. pdf”;
outputPdf = dir + inXml. getSessionld().c_str() + “.pdf”;
outputUr!| = “file://” + outputPdf;

/] BRIEORF

value = inXml. getData() ;

// IRER PDF 77 1 LDFEHAH
rc = pades. loadFile (inputPdf.c_str O, NULL, NULL);
if(rc < 0)

return outXml;

/] BRIEDIEDHAH
rc = pades. setSignValue (fieldName. c_str (), &value[0], value.size());
if(rc < 0)

return outXml;

/| BRFHPOF 2774 ILDRE
rc = pades. saveFile (outputPdf.c_str());

if(rc < 0)
return outXml;

// TSE XML &R
outBin = inXml. createSignResponse (outputUrl.c_str());
i f (outBin. empty ())
return outXml;
outXml. assign((const char*)&outBin[0], outBin.size());

return outXml;
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18%1. T5—a—F—%
f+$%1. 1. LCS_ ERR: #AXATS5—a—F
5 | BRL I=1US
0 |LCS OK T —MEL (EFKT - #HIE)
1 | LCS_CANCEL Xy (AT al%Txy oA RNERS )
HET T —
-10 | LCS_ARG_ERR Gl 7 —
-11 | LCS_NO_CERT_ERR FAFRASEN RO b 720
-12 | LCS_NO_PKEY ERR FREEHEDS RO B 720

-13 | LCS_INVALID_CERT_ERR FEBAEAMNIE L 220

-14 | LCS_UNKN_HASH_ERR fRESNTZ Ny 2T T XAPRKRYBR— kR
-15 | LCS_INVALID_HASH_ERR BEINTZ Ny v a DR

-16 | LCS_CALC_HASH_ERR Ny afBEOHET T —

-17 | LCS_INVALID_DATA_ERR RE SN BaAXNGT — 2 DR

-18 | LCS_INVALID_HEX_ERR fEESN/- HEX 57— 4% O RH

-20 | LCS_INET_HTTP_ERR HTTP &@F =7 —

-21 | LCS_XML_GEN_ERR XML ARt 7 —

-22 | LCS_DEBUG_EXE_ERR

FRy s avy FEFET—

-23 | LCS_HEX GEN_ERR

HEX U4 T —

-24 | LCS_B64_GEN_ERR

Base64 XLFHNAKT T —

PKCS#11 =7 —

-30 | LCSP_INIT_ERR

PKCS#11 o@jiifb=7— (g— R 7 —LIFL O FH)

-31 | LCSP_LOAD_ERR

PKCS#11 ® DLL 7 7 A v — R 7 —

-32 | LCSP_GET_FUNC_ERR

PKCS#11 @ C_GetFunctionList O 7R A > # FfS 12 JAk

-33 | LCSP_NULL_FUNC_ERR

PKCS#11 7 7 > 7 2 a 73 NULL E&KIE -7

-34 | LCSP_PASSWD_ERR

PKCS#11 DRI/ RA T — R 5 —

-35 | LCSP_UNKN_ALG_ERR

PKCS#11 Ol E 7/ I Y X LNRI R — [ EE

-36 | LCSP_REMOVED_ERR

PKCS#11 @ IC 1 — R ARET T —

CAPI =7 —

-50 | LCSC_INIT_ERR

CAPI ¥t~ 7 —

-51 | LCSC_INVALID_PROV_ERR

CAPI D7 m /A FxT—

-52 | LCSC_CALC_SIGN_ERR

CAPI DEAFAT= T —

-53 | LCSC_SELECT_ERR

CAPI DFEFERIRY A T 1 /=T —

-54 | LCSC_STORE_ACCESS_ERR

CAPI OFEHEAR N T 7 78 AL T —
* IE Mri#EE— FOREEHESH 0

B av R T —
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-60 | LCSS_OPEN_ERR B4 o~y ROBEMHE T —

-61 | LCSS_LOOP_ERR B~y ROBERGT 7 —

-62 | LCSS_RESPONSE_ERR Bh o<y ROBERETT—
ActiveX =7 —

-70 | LCSA_INIT_ERR ActiveX OFIHIL= T —

-71 | LCSA_REDIRECT_ERR ActiveX DU A L7 h T —
AT LTI —

-90 | LCS_NO_SUPPORTED BAERY R — b OHREAEE - 72

-91 | LCS_VERSION_ERR Y=rMUT AT TV D=V g R
-97 | LCS_SYSTEM_ERR ARV AT LT T —
-98 | LCS_EXCEPTION_ERR A7 BiIAN
-99 | LCS_UNKNOWN_ERR ZOMAN e T —
42 1. 2. LCSX_ERR: XAdES T5—a—F
B | ERA HR
0 | LCSX_NOERROR 7ML (EWHKT - PIHHH)

Detached/Enveloping =5 —

-110

LCSX_DETACH_OPEN

T 7 ANPIFELIRDOD, I’ 7 7 A NV DFEIAIR T T —
MFEALE LT

-111 | LCSX_DETACH_ARG A7 7 AN DSEIAN #) o7z

-112 | LCSX_DETACH_EXIST WA 7 7 A NWACIRAZ D7 7 A VD> ID ISR TE S iz
-113 | LCSX_DETACH_EMPTY W7 7 ANVITHRESNTZ 7 7 A VDB 01 "Eo T
XAdES &4~ T —

-130 | LCSX_DATA_ARG BAXNGEDT T —

-131 | LCSX_HASH_ALG KUY R— DOy v 2 FRBRE Iz

-132 | LCSX_SIGN_CERT BAAEHENH T 720

-133 | LCSX_C14N_TRANS C14N EERUKIZ B L7z

-134 | LCSX DETACHED Detached i ED =7 —

-135 | LCSX_XMLDSIG XML B4 £ KT T —

-136 | LCSX_HASH_SHA1 SHA-1 4 S Vit EN i E ST

-137 | LCSX_XML_DOC DOM ® XML K¥ = A > hxT—

-138 | LCSX_XML_NO_SET %5 XML SRk ETE ~ 7=

-139 | LCSX_XML_ADD_SIGN Signature Z5& DB~ 7 —

-140 | LCSX_XML_OUT il XML B = 7 —

-141 | LCSX_ENVELOPED Enveloped f§ €D~ 7 —

-142 | LCSX_SINGED_XML BHEFHDTT —

-143 | LCSX_NO_SIGN_EXEC LB AR CBmM = 7 — D BIZERFATIN R o T
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-144 | LCSX_ENVELOPING Enveloping fi € D> 7 —

XAdES #aE™ 7 — (BUERY R — 1)

-150 | LCSX_VERIFY_SIGN BALMEOAR—F (B )

-151 | LCSX_VERIFY_DT HASH ZIIEMO /Ny 2 R—8 (HIA)

-152 | LCSX_VERIFY_DT NONE YR VA TRV SR

-153 | LCSX_VERIFY_CERT BAFAAENRRONL 20D EREND D

-154 | LCSX_VERIFY_PATH B4 FEE OFBRE S A DAL T E 220

-155 | LCSX_VERIFY_TIME BAAEAEO A ZHIREIN

-156 | LCSX_VERIFY_FORMAT BT~y MR (LR ERNENE)
-157 | LCSX_VERIFY_NOSIGN REHLDT 7 ANIEST
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6% 2. FIBAEEHR—ZE (info() ANIRT JSON/XML 1E#R)

7 T4 A
(CERT) N— K& 74, JSON TIIAm
type R . ‘CERT (—#%REBHE) / ROOT (v— 1) / JPKD / ‘REGIST (F53£%¢50)
serial U 7 VE S HEX CFS
from BB X yyyy-mm-ddThh:mm:ss (72— /LEEZ))
to AHRHIMET X yyyymm-ddThh:mm:ss (17— % /LVERA))
issuer FITH - X.500 k54
cn L4 "2.5.4.3"
0 ffk4 "2.5.4.10"
ou M4 "2.5.4.11"
1 JRFTEGRIE T I/IX) "2.5.4.7"
st M FE 7= i3k "2.5.4.8"
sn () "2.5.4.4"
givenname £ (£4) "2.5.4.42"
street |y "2.54.9"
title APk "2.5.4.12"
serialnumber | ¥ U 7 /LES "2.5.4.5"
uid a=—7 1D "2.5.4.45"
c "2.5.4.6"
01dX.X.X.X Z Do OID i : "0id2.5.4.17"
subject FATHE + X.500 kA4
issuer & [F] CN%
ipki JPKI : JEEE(~ A 2 T — RO %)
name KA JIS 551 JK¥E, 55 2 K¥E, MBS LIS O SO AR U 28 L
address P - JIS 56 1 KYE, 5 2 KYE, BT LSO SCFIIRFCTFT A
birth 4R A EYYYYMMDD: EGE S = — F) 1BR/2: K 1E/3: B F1/4:5F15/0: R B
gender MRl 1B, 2 &, 3 AR
scname R4 - RO S0 AL 2 - 330 O SUFA: 0 AU Clevny /1 AU
scaddress BT - AR SO AL E 2 T T O SCF1): 0 ARSI Tl 11 R CF
regist REGIST : L33 (5 3 5 FEAE I D IR oD 72)
corp ENA (PE5)
address AT
name REEAL
title R&
number SHENEER S (12H7  EAB BT =y 7 7Yy M 1HEEM)
issue BREXSFOHT
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X MR OFEWEAEH D JSON H

{

“type”: “CERT".
“serial”:”0133XXXXXXXXXXXX",
“from”:”20XX-10-26T00:00:00"
“to”:"20XX-10-25T23:59:59"
“issuer”: {

"

“0”:"e=Xxxxxxxx CA”

“ou”: “e=Xxxxxxxx PS”
1
“subject”: {

"GP

“on” ITXXXXXX XXXXXX”

X PR AR EE O JSON 4l
{
“type”:"REGIST”
“serial”:"072C75FXXXXXXX"
“from”:"20XX-12-13710:38:31"
“t0”:”20XX-03-13723:59:59”
“issuer”: {
s
“0”:”Japanese Government”,
“ou”:"Ministry of Justice”
“cn”:”"Registrar of Tokyo Legal Affairs Bureau”

1,

“subject”: {
P
“0”:"MOJ No. 0T00XXXXXXXX™,
“cn”:”040101XXXXXXX-kaisataro”

1,

“regist”:
“number” :“0100XXXXXXXX",
“issue” ! "HRIREFER",
“corp”: "HA K OO00”",
“address” "HRAFHRBERXOOH=TH 1% 15",
“name”: “&{t AREBR”,
“title” "HRFEMHER"
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X AHIEGERA EAE > JSON 41
{

“type”: " JPK1”
“serial”:"703XXX"
“from”:”20XX-03-15T03:38:08"
“to”:"20XX-04-01723:59:59"
“issuer”: {
"
""" JPK1”
“ou”:"JPKI for digital signature”
“ou”:”Japan Agency for Local Authority Information Systems”
1
“subject”: {
"t P
“ | "Tokyo-to”
“1”:”Edogawa—ku”
“on” 17 20XXXXXXXXXXXXXXXXXXXXXXX03A™
1
" ioki ™ |
“name”:"0O0 OO~
“scname” : “00000”
“address” "R REAIFIIROOBI1 TEH23%& 45587,
“scaddress”:”0000000000000000000”
“birth”:”319810401"
“gender”:"1”
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X — MR DOFEHEAEH O XML 1

<xml version="1.0" encoding="utf-8"?>
<CERT>
<{type>CERT</type>
<serial>0133XXXXXXXXXXXX</serial>
<from>20XX-10-26T00:00:00</from>
<t0>20XX-10-25T723:59:59</to>
<issuer>
<e>JP</c>
<0>e—-Xxxxxxxx CA</o>
<oupe-Xxxxxxxx PS</ou>
<{/issuer>
<{subject>
<e>JP</c>
<en>XXxxxx Xxxxxx</cn>
<{/subject>
</CERT>

X PR RLRE E A O XML f1

<xml version="1.0" encoding="utf-8"?>
<CERT>
<type>REGIST</type>
<serial>072C75F6C75B3F</serial>
<from>20XX-12-13710:38:31</from>
<t0>20XX-03-13T723:59:59</to>
<issuer>
<c>JPL/c>
<o>Japanese Government</o>
<ou>Ministry of Justice</ou>
<cn>Registrar of Tokyo Legal Affairs Bureau</cn>
</issuer>
<{subject>
<e>JP</c>
<o>MOJ No. 0TO0XXXXXXXX</0>
<cn>040101XXXXXXX-kaisataro</cn>
<{/subject>
<{regist>
<number >0100XXXXXXXX</number>
{issue>HITETEB</ issue>
Lcorp>BERX &t OO OO/ /corp>
<address>RREBFHRARXROOBI=TH 1 &Fith 1 B</address>
<name>& %1 K ER</name>
<title>REFHE/title>
{/regist>
</CERT>
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X AHIEGERA EHA5 #H o> XML 1

<xml version="1.0" encoding="utf-8"?>
<CERT>
<type>JPKI</type>
<{serial>703XXX</serial>
<from>20XX-03-15T03:38:08</from>
<t0>20XX-04-01723:59:59</to>
<issuer>
<c>JP</c>
<o>JPKI</0>
<ou>JPKI for digital signature</ou>
<ou>Japan Agency for Local Authority Information Systems</ou>
<{/issuer>
<{subject>
<e>JP</c>
<I>Tokyo—to</ >
<I>Edogawa—ku</ 1>
<cn> 20XXXXXXXXXXXXXXXXXXXXXXX03AL/ ecn>
<{/subject>
<jpki>
<name>O O O O</name>
<{scname>00000</scnhame>
<address>EFEIFNIROORT 1 TH 2 3% 4 58</address>
<{scaddress>0000000000000000000</scaddress>
<birth>319810401</birth>
<gender>1</gender>
</jpki>
</CERT>
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{18k 3. XAdJES-BES {t#k (xades() A%R3 XML 1&%R)

XML EFR 4

ITERE/EE XER

<Signature/>

[d="LEXDS01” xmlns="xmldsig#t”

<SignedInfo/>

X ZREOHR

<Canonical izationMethod/>

Algorithm="REC-xml-c14n-20010315"

<SignatureMethod/>

Algorithm="xmldsig-morettrsa—sha256”

<Reference/> X BEWROEE (W3 121EH5)
<{Transforms/> X EBEE (AT av)
{Transform/> Algor i thm="REC—xm|-c14n-20010315"
Algor ithm="REC-xpath-19991116" %
{Xpath/> ¥Xpath &85 (7> av)
<DigestMethod/> Algorithm="xmlenc#tsha256” ZFigE 7L T XL
<{DigestValue/> 3¢ Reference /Ny L a1 {E

{Reference/> % Detached/Enveloping MIEE (AT 3 )
<{Reference/> [d="LEXDSO1-xades-ref” URI="#LEXDSO1-xades”
Type="#SignedProperties”
<{Transforms/> X ZEMHEE (C14N)
{Transform/> Algor ithm="REC-xm|-c14n-20010315"

<{DigestMethod/>

Algor ithm="xmlencttsha256” ZFiEE 7L T XL

<{DigestValue/>

¢ XAdES FH Reference M /\v L a{E

<SignatureValue/>

3¢ <SignedInfo/>MELIE

<KeyInfo/> X BIER
<X509Data/> X X. 509 X D1ER
<X509Certificate/> X ELIAE

<X509Certificate/>

¥ FREE/NREFEAE (L— FENHDBBEDH)

<0bject/>

XRPFZBLRAA IV b

<Qual ifyingProperties/>

xmlIns="01903/v1. 3. 2##” XAdES E%

<SignedProperties/>

1d="LEXDSO1-xades” 3XAdES ELEHR

<SignedSignatureProperties/>

X BLTOANT 4B

<SigningTime/>

X EARZ

<SigningCertificateV2/>

X EREHE V2

<Cert/>

X EEEAEIER

<{CertDigest/>

X EBRIBAED/ Y L 2 {EER

<DigestMethod/>

Algor ithm="xmlenc#tsha256” ZigE 7). T XL

<DigestValue/>

X ELIMBAED/N\NY I E

<IssuerSerialV2/>

X HITHE O DER fF# & vV 7V S Ak
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% ARk &5 XAJES-BES @ XML 4

<?xml version="1.0" encoding="UTF-8"7>
<TestXml>
<Contents Id="TESTO1">
SEIBARE/SED
<PID>WA7H</PID>
</Contents>
<Signature xmlns="http://www.w3. org/2000/09/xmldsig#” 1d="LEXDSO1">
<SignedInfo>
<Canonical izationMethod Algorithm="http://www.w3.org/TR/2001/REC—xm|—c14n-20010315"/>
<{SignatureMethod Algorithm="http://www.w3. org/2001/04/xmldsig-morettrsa-sha256”/>
{Reference URI="#TESTO1” Id="LEXDSO1-ref-0">
{Transforms>
{Transform Algorithm="http://www.w3. org/TR/2001/REC—xm|-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www. w3. org/2001/04/xmlencttsha256”/>
<{DigestValue>9UX1cZ6bvavKLC8 jzS3UCB3x5rLm+Ms1NO/Y5mE+vSg=</DigestValue>
<{/Reference>
<{Reference URI="#LEXDSO1-xades” Id="LEXDSO1-xades-ref”
Type="http://uri.etsi.org/01903#SignedProperties”>
{Transforms>
{Transform Algorithm="http://www.w3. org/TR/2001/REC—xm|-c14n-20010315"/>
{/Transforms>
<{DigestMethod Algorithm="http://www. w3. org/2001/04/xmlenctsha256”/>
<DigestValue>MoAwX0Y jkmOof 1zTN4nFokgGdeKsBPYFAvabNCEt+po=</DigestValue>
</Reference>
<{/SignedInfo>
<{SignatureValue>Ulwoiss (B&) JgV+4k1Q==</SignatureValue>
<KeyInfo>
<X509Data>
<X509Certificate>MIIGvTCC (BX) umk7Knza23TQ==</X509Certificate>
<X509Certificate>MIIECZCC (#%) BDWO6QsEwd9A==</X509Certificate>
</X509Data>
</Keylnfo>
<Object [d="LEXDSO1-xades—obj”>
<QualifyingProperties xmlns="http://uri.etsi.org/01903/v1.3.2#" Target="#LEXDSO1">
<{SignedProperties Id="LEXDSO1-xades”>
<{SignedSignatureProperties>
<SigningTime>2020-11-30T12:36:49Z</SigningTime>
<{SigningCertificateV2>
<Cert>
<CertDigest>
<{DigestMethod xmlns="http://www.w3. org/2000/09/xmldsig#"
Algorithm="http://www. w3. org/2001/04/xmlencttsha256” />
<DigestValue xmlns="http://www. w3. org/2000/09/xmldsiglt">
b0edXAvORY49arH4Syo/g/GpsKxFhAOcg971igSaow8=
<{/DigestValue>
<{/CertDigest>
{IssuerSerialV2>MIGKMH+k T (B&) gcHLHX2x1s/</IssuerSerialV2>
<{/Cert>
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</SigningCertificateV2>
<{/SignedSignatureProperties>
</SignedProperties>
<{/QualifyingProperties>
<{/0Object>
<{/Signature>
<{/TestXml>
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& WOV ToRBRA&ERD
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ULk

Copyright © 2012-2022 LangEdge,Inc. All rights reserved.
110




