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CAS: Credential Authorization Service *
HSM: Hardware Security Module

RSCD: Remote Signhature Creation Device
RSS: Remote Signing Service
RSSP: Remote Sighing Service Provider

SCAL: Sole Control Assurance Level
SCSP: Signature Creation Service Provider %
SA:. Signature X

SAD: Signature Activation Data

SAM: Signature Activation Module
SCA: Signature Creation DS
SSGA: Server Signing X

X ASRTEEDNTLRL. -
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CSCOAPIEARIx
BAXIA-YD : REST+ISON
REST = HTTP POST (EARGETI(EENRZWN)
JSON = request body and response
N—AURI : Ll TFOHR
https://service.domain.org/csc/v0
WERE : TLS 1.2/ TLS 1.1
X% TLS 1.0(FFHh—b
JE—PMI—EREER : infoIL>RRA1>b

ex) https://service.domain.org/csc/v0/info
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n.u.aiE(Authentlcatlon)tn.u_J(Authorlzatlon)

2 EFADERELE /58
a. ﬂ—t“Zd);.’.E!;IE/:ﬂ‘J (BLY-CmEFIA)
b. L7 3vIVEE8] (SAMFI R ERERFI A ET)
H—E2DREE/ZRRI A
> POAN=IU(CLBRBI AR EYR—b
> fDER 4 REREE/Z8n] 6 /h— MalgE
» J5ANR—RKLANPVPNE{E>THEL)

H—EADREE(C{EZ D 2FEFEDCSCEREEAPI
v auth/login = Basicid:lE/DigestaRait
v’ oauth2/token = OAuth 2.0 b= HUS

% OAuth 2.0 Z35IE/E8R]DAPI (oauth2/authorize) (FIdPZIETE
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> Implicit authorization (FEEAMIZRT])
v BLT7IVT -3 %2R T BEIESAMAF BELER] SOt A EIE
v SCAL1/SCAL2%HR— NEJAE, SCAL2T(32BH RN E

> Explicit authorization (BAZRFIZET])
v BLT7 V-3 % 2HU TSAMAM R AE LR Ot AZ EIE
v PINYOTPZ{E>IzCSCIARICTSCALL/SCAL2% Y R— NB]BE
v CSCH#R=ESI5E(CIEEXplicit AuthorizationZ{ESEEEEBNHND

> OAuth 2.0 authorization (RFC 6749)
O FA3EH (RRILFY v ERaIESOREE TR ?)

* SCAL : Sole Control Assurance Level = CEN 419 241-1
{KLARIVDSCALLE. SLARILDSCAL2D2LANILH®D

SER 1 SCAL2D2EBZJRFRIED 1 D(CH—EAERIIZZATRUN ? BESAH AN ?
AALETBESAMT2ERZEIRIT I ENDD. X SERIEBNBE
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IJUT3vEBRILAIL (SCAL : sdsiEMRsTLAIL)
% CEN 419 241-1D7%FE® (CENTEEIHEROTER)

> Sole control assurance level 1 (SCAL1):
Non Qualified Level (1 EAROEFESE|ICBERIRLANL)
v BN (Bar URlorEm) sREEhdIE. SADESAMIE

EDRCTERL (SADEESAMEITOR—I>THD, FHTERL)
% SAD: Signature Activation Data / SAM: Signature Activation Module

v \—RO17%Z2FEHIYVINIT 7 TEIRUTEREL

> Sole control assurance level 2 (SCAL2):

Qualified Level (EzE rEFEEITEERRIAIL)
v SAMEITOSADE SAMBIEN2EZRZZREEXAN_ALHE
v > I\GEICSAMEFEETE (HSM) Z3FD/\—-RDU17 TEIR
% CEN/FIPSEFEMZEELEINIc T 1T BEEADEHLHNE
v eIDASIFHEIDAS> R7O0>QSCDERIULAINZEK,
% QSCD (Qualified electronic Signature Creation Device)
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OAuth 2.0 585f (RFC 6749)
HB—ERETLT v IVOFRELE/F8 0] (LRI FIN BT EE

> scope/\IX—4—TI[XH!| : service | credential

IRELUT O3EREDEREEIO0—2 YRk — b

O Authorization Code flow (b—EXEILFT>3v)))
Web7 VD &S(CClient SecretxLZ (R IF ]RGS OREHERETNDI0—

O Implicit Grant flow (U—-EXEILFT>22v)0)

Client SecretzZE(RIFCERVANRT S JavaScriptDiZ&(CHEEEINZTI0—

O Client Credentials flow (t—tExn#)
HADAPIZE(CBVTOauthz{E3FnI0— (HAEfH—EXTOFRIHBZEELLY)

s+ US(FOAuUth 2.0D{I1RE =R I LR

https://openid-foundation-japan.qgithub.io/rfc6749.ja.html
X )NAAARNIEREE P EEZFIFHULERESEE Y R—
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CSCOAPI—E&

API

info
auth/login
auth/revoke

oauth2/authorize
¥ OAuth 2.0 D45 EBAPI

oauth2/token
credentials/list
credentials/info

credentials/authorize

credentials
/lextendTransaction

credentials/sendOTP
sighatures/signHash
signatures/timestamp

)E—rH—ERDEEAPIAYYRD) ANMEHRE IR
BasiciRalE/DigestaRalt |~ &5 FREE (access_tokenD ER1F)
access_token FE7=I refresh_token MERYHL

OAuth 2.0 Authorization Code FlowAMmplicit Grant FlowlZ&k 5523
scope=credential 7E5EXf#F L 1zaccess_tokenzSADEL THIA

OAuth 2.0 M access_token iR 9 (Authorization Code Flow*°refresh)
A—H—ICEER ToNILTUovILIFBRDURNERY

ZERIL T IVIEHRERY (3. SEAZECPIN/OTPE DRI A ES)
BRI DHAEDILTUUYILERA (PIN/OTPIZ & SEREE) SADD B

BHEREERLTUHTOIEEDNS Yo a iR
#LULSAD (Signature Activation Data) D B 1%

LT v JLIZBE S U =A 54 OTPH#EED RS (A—JL . SMSE)
N ANDEBREITCESADALE)
EE/ NV AENSFALARZTh—9 DS (REIE L A TSADAE)

BEhE : CSC_0.1.7.9_PR R—-> 14-15,24



LangEdge,Inc.

Info sample

Request POST https://service. domain. org/csc/v0/info

Response  HTTP/1.1 200 OK
{

nspecs”: ”1.1”’

“name”: “ACME Trust Services”,

logotwhiA.
JPEG/PNGT
256x256 L4 F

\/

“logo”: “https://service. domain. org/images/logo. png”,

”region”: ”lTi
”lang”: "en—US"'

external, TLS,
basic, digest,
oauth2code,

oauth2implicit,
oauth2client

L

“authType”: [“basic”, “oauth2code”, “oauth2implicit”], <— {EXBREEHA TN

“oauth2”: “https://www. domain. org/oauth2/authorize”,

“methods”:

[
“auth/login”,
“auth/revoke”,
“oauth2/token”,
“credentials/list”,
“credentials/info”,
“credentials/authorize”,
“credentials/send0TP”,
“signatures/signHash”

]

}

- {EX3CSCDAPI

<— OAuth2®IdPMOURI

Fos I NE ClBIRZEUSAIEE . T4k L(FPOSTILIFEGET TEEUS TERANEVLN ?
B : CSC_0.1.7.9_PR R—=< 25-26
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auth/login sample

Request POST https://service. domain. org/csc/v0/auth/login
Authorization: Basic Y2xpZW50X2|kOmNsaWVudF9zZWNyZXQ=
Content-Type: application/json
{

“rememberMe”: true

J

Response  HTTP/1.1 200 OK

{
“access_token”: “4/CKN69L8gdSYp5_pwH3X1FQZ3ndFhkXf9P2_TiHRG-bA”",

“refresh_token”: “_TiHRG-bA H3XIFQZ3ndFhkXf9P24,/CKN69L8gdSYp5_pw”,
“expires_in": 3600

BaS|Cn:un.|-.E DlgeStnlu\nIEo)gé ﬁqAPI
access_token (BeareriZil) (CXIHIANENHD.

B3 : CSC_0.1.7.9_ PR R—-> 27-28
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H—EASZEE : BasicER:lE/DigestsaziE

RSSP service authorization using a username and password

_________________________

eS|

| IdPiEHEERT]. |

L PUEAN-T%
LRI BEHD,

Signature Remote
User Application Service
kg (user + pwd) 2
authiiogin (user + pwd) ] i
Rt access foken ]
.‘ _________________________
OK
close session &
authflogout() _
.‘ _________________________
oK _
A e =
O

BSiE : CSC_0.1.7.9_PR R—

S
~

pd

- CSCH-EX

27-28,49
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oauth2/authorize (authorization code) SAMple

Request GET https://www. domain. org/oauth2/authorize?response_type=code&
client_id=[CLIENT_ID]&redirect_uri=[REDIRECT_URI]&scope=service&state=12345678&
o _ X : . :
| ang=en-US&appName=C|oud%20Signature%20Service Authorization Code%{®>

Response  HTTP/1.1 302 Found e ol RglcH—EZfAIN
Location: [REDIRECT URI]?code=FhkXf9P269L8g&state=12345678 FEE U CGF o] #1538 H(C
J-REeHBLTHE

oauth2/token (authorization code) SAmMple

Request POST https://service. domain. org/csc/v0/oauth2/token OAUth2.0DHAERE
Content-Type: application/json tokenI> RikA> Nz
{ ey —/\RITAE.

“grant_type”: “authorization_code”,
“code”: “FhkXf9P269L8g”,

“client_id”: “test”, } o

” . - o ” Y ] £

client_secret”: “password FaIE
}

Response  HTTP/1.1 200 OK

{
“access_token”: “4/CKN69L8gdSYp5_pwH3X1FQZ3ndFhkXf9P2_TiHRG-bA”",

“refresh_token”: “_TiHRG-bA H3XIFQZ3ndFhkXf9P24,/CKN69L8gdSYp5_pw”,

“token_type”: “Bearer”, _ . _
“exp | rgsi?n”; 3600 ™~ N7 I =D EFEBNBHFITYRDLORED

authorization_code

client_credentials }scope=service®5’7
refresh_token

BE&E : CSC_0.1.7.9_PRR—> 16-18
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s8slf : OAuth2 Code Flow 335

RSSP service authorization using OAuth2 with Authorization Code flow

User Sigr_latu.re Rem_ote
Application Service
Fom e B login -
| »Authorization Code |
| FIOW (a"Web‘U’-EXFiI i <« redirect
. FOFIE, ; - I
| e access_token M User | oauth2/service_authorize(user + pwd) R
L ([SESRBVOTEFRLL, i - IdP (BIH—)t=) 7]
i « OAuth _2.0_%’1@'3732’3 i M authorization_code i
. Authorization Code | _ i H FFEJERS/ codedt
| Flow Z{E5REF35, | redirect .
------------------------------ oauth2/token(code)
access_token
- CSCH—-EX
close session -~
- auth/logout()
< ok
ok

BE&E : CSC 0.1.7.9 PR R—3 16-18
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oauth2/authorize ampiicit Flow / service) SAmMple

Request GET https://www. domain. org/oauth2/authorize?response_type=token&
client_id=[CLIENT_ID]&redirect_uri=[REDIRECT_URI]&scope=service&
state=12345678& | ang=en-US&appName=C|oud%20Signature%20Service

Response  HTTP/1.1 302 Found
Location: [REDIRECT_URI]?token_type=Beareré&
access_token=4/CKN69L8gdSYp5_pwH3X1FQZ3ndFhkXf9P2_TiHRG-bA&
expires_in=3600&state=12345678

oauth2/authorize ampiicit Flow / credentiay SAMple

Request GET https://www. domain. org/oauth2/authorize?response_type=token&
client_id=[CLIENT ID]&redirect_uri=[REDIRECT URI]&scope=credential&
state=12345678&credential ID=GX0112348&numSignatures=1

Authorization: Bearer 4/CKN69L8gdSYp5_pwH3XIFQZ3ndFhkXf9P2_TiHRG-bA

Response  HTTP/1.1 302 Found
Location: [REDIRECT_URI]?access_token=FhkXf9P269L8g&token_type=Bearer&
expires_in=3600&state=12345678

credential TIZEYEUIz access_token Z SAD EUTHIA,

implicit (FEEARY) FRIECRIEZREBRLRAO7ICANI2Z2EUS
D317 > MDFREE (FATHhNRBRVAICURLEFEDFFIEERI WA ChHd
DIy 1 h=I2E8R— &N
BiE : CSC_0.1.7.9 PR R—=> 19-21
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saall : OAuth2 Implicit Flow S23IE

RSSP service authorization using OAuth2 with Implicit Grant flow

User Appicaton Sonico
- 2URFFYPIavaScript :
. AEOFIE (EI-R
CPSFNBLWY-R) . S e T
| »access_token A User | N
i ﬁ’ﬁEElb_Cbii i nauthzfsarw::ﬂ_am:inrtza{user+ pwed) i )
. s CSCHIFAZRBTET D15 ! : IdP (BlIY—/{-) B]
| Authorization Code | - A angéss foker 7T
. Flow OFANLEELVE | H
i %250 i redirect
_________________________________ L —— -
close session B CSC'U'_tZ
4 authlogout() -
.q .........................
OK
o] s == i ':-"-‘L -----------

B9& : CSC_0.1.7.9 PR R—> 16-18,50
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credentials/list sample

Request POST https://service. domain. org/csc/v0/credentials/|ist
Authorization: Bearer 4/CKN69L8gdSYp5_pwH3X|FQZ3ndFhkXf9P2_TiHRG-bA

Response  HTTP/1.1 200 OK
{

“credential [Ds”:

[
“GX0112348~,

“HX0224685"
]
J

EeELcNZI—YOFAErIEEREE (ILT>2vIl) DURB,

B3 : CSC_0.1.7.9_PR R—> 34-35
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credentials/info sample

Request POST https://service. domain. org/csc/v0/credentials/info
Authorization: Bearer 4/CKN69L8gdSYp5_pwH3XIFQZ3ndFhkXf9P2_TiHRG-bA

Content-Type: application/json certificates:
{ :

"o u i

“none”, “single”, “chain”

“credential ID”: “GX0112348”, “certificates”: “chain”,
“certInfo”: true, “authInfo”: true -
| ﬁ certinfo (GEPAEIEMR) &.

authInfo (GEEEIBHR) (3.
EBNCA> - ATHEIEE,

Response  HTTP/1.1 200 OK
{
“key”: status: (U >FILTE active” (TR TLWBHRHEWD ?)
{ “enabled”, “disabled”

“status”: “enabled”,
“algo”: [ “1.2.840.113549.1.1.17, “0.4.0.127.0.7.1.1.4.1.3" 1,

“len”: 2048 N T T

}”cert”: S RSA encryption  ecdsa-plain-SHA256

{ ” ” ” . ” StatUS:
status™: “valid”, “valid” “expired”, “revoked”, “suspended”
certificates™:

[
“Base64—-encoded X. 509 end entity certificate”,
“Base64—-encoded X. 509 intermediate CA certificate”, SFEAEFI—>
“Base64—-encoded X. 509 issuer CA certificate”

1

”]ssuerDN”Z “The X.500 issuer DN printable string”,
Bd:&E : CSC _0.1.7.9 PR R—T 36-40



LangEdge,Inc.

credentials/info sample (continue)

Response “serialNumber”: “5AAC41CD8FA22B953640",
(continue) “subjectDN”: “The X.500 subject DN printable string”,

“validFrom™: “20160101100000Z", : ,
“validTo”: ~201901010959597” } GeneralizedTime Format (RFC 2459)

J

“authMode”: “explicit”, ILT>vILERa]DE—R ;
“PIN” « implicit: VE—MATHRIZILTEIR (BR7JVEEBELEZNV)
{ « explicit: B&7EHAI T2 LOoF1UT( BER%ZFIA
i « oauth2code: OAuth 2.0 authoritzation code
presence - true « cauth2token: OAuth 2.0 implicit grant

“label”: “PIN”.

“description”: “Please type the signature PIN”
b
“OTP”
{

“presence”: true,

“type”: “offline”,

“ID”: “MB01-K7412007,

“provider”: “totp”,

“format”: “N”.

“label”: “Mobile OTP”,

“description”: “Please type the 6 digit code you received on your phone”

1,
“multisign”: true, «<— EHEL
“lang”: “en-US”

J
B3 : CSC_0.1.7.9_PR R—>

36-40
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credentials /authorize sample

Request POST https://service. domain. org/csc/v0/credentials/authorize
Authorization: Bearer 4/CKN69L8gdSYp5_pwH3XIFQZ3ndFhkXf9P2_TiHRG-bA
Content-Type: application/json
{

“credential ID”: "GX0112348",

“numSignatures”: 2, <—— EZIESCLA2ORHFIFA
[haSh : X BLHeEE
“sTOgwOm+474gF j0q0x1iSNspKabcsedleiqIDg/Hul=", =ERE
“¢1RPZ3dPbSsONZRnRmowcTBAMIN | TTnNwS3F i Y3NINE | | aXFsRGovSFd1sTo=" | /=118
1,
"PIN": 12345678,
“OTP”: "738496",
“clientData”: “12345678"

} BS54 7> N CEELR PINEOTPOIBRISTE

J

Response  HTTP/1.1 200 OK
{

“SAD”: “_TiHRG-bAH3X1FQZ3ndFhkXf9P24,/CKN69L8gdSYp5_pw”
J

PINY°OTPICLBIL T2 v)LiRu] B (CHIAAETNBAPI (OAUth2 TIFE>TIELFRRLY)
hash/\SXA—4—(3BEZ I I REISTEIT DETAIE PR ZHCEBSIH AN
credentials/info®SCLAN 1" RSMUVHUAELDEERHD (R—37)

BE&E : CSC_0.1.7.9_PRR—T 41-42
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ILF3v)ERE] : PIN/OTP/PIN+OTP

Create a remote signature with a credential protected by a PIN

Signature Remote
User Application Service
otPompINOTRE | - - 5
. BEAMCECFIE EXGH o (E1 §
credentialstauthorize(PIN)
i
signatures/signHash(SAD + nasm*
.1 _________________________
signed hash
.q _________________________
signed document

B : CSC_0.1.7.9_PR R—3 41-42,52-55
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credentials/sendOTP sample

Request POST https://service. domain. org/csc/v0/credentials/send0TP
Authorization: Bearer 4/CKN69L8gdSYp5_pwH3XIFQZ3ndFhkXf9P2_TiHRG-bA

Content-Type: application/json

{
“credential ID”: “GX0112348",

“clientData”: “12345678”
}

Response  HTTP/1.1 200 OK

A>54 > TCOTPRAERL TSMSPX—)LEFEDRI) — NCI1-HIOX{EITBEBDAPI,
X% OTP : One Time Password

BSE : CSC_0.1.7.9_PR R—3 44
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IUTo3%IVERE] 1 A254>0TP

Create a remote signature with a credential protected by an “online” OTP

Signature Remote
Usar Application Service
sign document D
_____________________________________ - credentialst=endOTR
| o ERRUIZOTP(ESMSX—)L | .
| FORIRIE TUser(UEY, | P P e, L R R R
sign document (OTP) £ ]
credentials’authorize{OTF) .
e gAp TR
signaturessignHash(SAD + hash)
.‘ .........................
signed hash
.q _________________________
signed document

BS5% : CSC_0.1.7.9 PR R—3 44,54
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IUToov)VEen] : INA AREE

Create a remote signature with a credential protected by a biometric factor

Signature Remote
Uger Aoplication Senvice
BEM ERCEDND | 5
. BIREMEEHBN ? ; =
----------------------------------- Zign document
TR redirect T
blometric signature
oauth2/credetal_authorize(blometric vectar)
""'""""""""""“'s'p:_ﬁ """""""""""""""
rediract
e |
signatures/signHasn(SAD + hash)
* _________________________
signed hash
_‘ _________________________
signed documeant

Bi&E : CSC 0.1.7.9 PR R—> 56
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sighatures/signHash sample

Request POST https://service. domain. org/csc/v0/signatures/signHash
Authorization: Bearer 4/CKN69L8gdSYp5_pwH3XIFQZ3ndFhkXf9P2_TiHRG-bA
Content-Type: application/json
{

“credential ID”: "GX0112348",
“SAD”: ”_TiHRG-bAH3X |FQZ3ndFhkXf9P24,/CKN69L8gdSYp5_pw”,
“hash”:

[

“sT0gwOm+474gF j0q0x1iSNspKgbcsedleiqlDg/HWul=", J_ggéqugg
“c1RPZ3dPbSsONzRnRmowcTBAMW I TTnNwS3F i Y3NINE | | aXFsRGcvSFd1ST0="

1,

“hashAlgo”: “2.16.840.1.101.3.4.2.17,

“signAlgo”: “1.2.840.113549.1.1.17,

“clientData”: “12345678"

J

Response  HTTP/1.1 200 OK
{

“signatures”:
[
“KedJuTob5gtvYx9gM3k3gm7kbLBwVbEQR | 26S2tmX jgNND7MRGtoew=", B0
“1dhef7xzgtvYx9qM3k3gm7kbLBwVbE98239S2tm8hUh85KKsfdowe |==" =
]
}
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EEHEA : —i5 (1EDAPITIENESLE)

Create multiple remote signatures from a list of hash values

Ukor Signature Remote
Application Service
i =ign documents (OTF) i
credentials’authorize{OTF)
TG T
signaturesssignHash(SAD + hash1 + hash2 + hashN)
™
.‘. _________________________
signed hashl + hash2 + hashiN
.‘ .........................
signed documents
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credentials /extendTransaction sample

Request POST https://service. domain. org/csc/v0/credentials/extendTransaction
Authorization: Bearer 4/CKN69L8gdSYp5_pwH3XIFQZ3ndFhkXf9P2_TiHRG-bA
Content-Type: application/json

{
“credential ID”: “GX0112348",

“SAD”: ”_TiHRG-bAH3X |FQZ3ndFhkXf9P24,/CKN69L8gdSYp5_pw”,
“clientData”: “12345678"

J

Response  HTTP/1.1 200 OK

{
“SAD”: “1/UsHDJ98349h9fgh9348hKKHDkHWVK | /8hsANSusc8_5=",
J

ELRDOIZSADOSFIUWVSADZEVIE I SAPI,
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EHER  Hi (EHOELAPIOEGIFEVHL)

Create a remote multi-signatures transaction

Signature Remote

Usar Application Service

sign document (PIN + OTP) 3

credentials’authorize(FIN + DTF‘}’

-------------------------

signed hashi

cmmlalmmaﬂrmsmnisﬁm]
=

signatures/signHash(SADZ + nasm;!

signed hashM

BS5& : CSC_0.1.7.9_PR R—3 43,58



LangEdge,Inc.

signatures /timestamp sample

Request POST https://service. domain. org/csc/v0/signatures/timestamp
Authorization: Bearer 4/CKN69L8gdSYp5_pwH3XIFQZ3ndFhkXf9P2_TiHRG-bA

Content-Type: application/json \b‘ E 2R CEEL token
{ s \Y] o

“hash”: “sTOgwOm+474gF j0qOx1iSNspKabcsedleiqlDg/HWul=", <— BRIED/\v>1
“hashAlgo”: 72.16.840.1.101.3.4.2. 17, <—__ _
“clientData”: “12345678" Salasele

J

Response  HTTP/1.1 200 OK B 2GS Th=H>
{
“timestamp”: “MGwCAQEGCSsGAQQB7USCATAXMAO---EzM jM5W jADAgEBAgkAnWN2SSIWIXk="

J

SADEDIL T > vIL BBl IABINY —EAGREE A E,
RHIBZDEBRZAIANNLRIT T —HATIA LA TREZE Z TV ERF
A LAZTEHTOFAFAEEL TLRWLESE,

X BEBAAIA LRI TOHFFNBUTEEWEY
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RHIES : BRA+5M1LRTIYT

Create a remote signature with long-term validity profile

Signature Remote
Usar Application Service

sign document (OTF)

=

credentials’avtnorze(OTF)

signaturestimestamp{SHA256(signed nasn))
-

time stamp token

BHE : CSC_0.1.7.9 PR R—3 47-48,59
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